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TUYEN BO BAN QUYEN
Tai liéu nay thudc loai sach gido trinh nén cac ngudn thong tin c6 thé duoc phép
dung nguyén ban hodc trich dung cho cac myc dich vé dao tao va tham khao.

Moi muc dich khéc, mang tinh 1€ch lac hodc str dung v&1 muc dich kinh doanh thiéu
lanh manh s€ bi nghiém cam.



LOI GIOI THIEU

Trong nhitng nim qua, day nghé di c6 nhirg budc tién vuot bac ca vé sd luong va
chét luong, nham thue hién nhiém vy dao tao nguén nhan lyc k¥ thuat truc tiép dap tng
nhu ciu x4 hoi. Cing véi sy phat trién cta khoa hoc cong nghé trén thé gisi, linh vuc Cong
ngh¢ thong tin noi chung va nganh Thuong mai dién tir 6 Viét Nam noi riéng da co nhiing
budc phat trién dang ké.

Chuong trinh day nghé Thuong mai dién tir da duoc xay dung trén co so phan tich
nghé, phan ky nang nghé duoc két cau theo cac modun. Dé tao diéu kién thuan loi cho cac
co sO day nghe trong qué trinh thuc hién, viéc bién soan gido trinh theo cdc mdédun dao tao
nghé 14 cap thiét hién nay.

Mang may tinh la mé dun dao tao chuyén mon nghé duoc bién soan theo hinh thirc
tich hop 1y thuyét va thyc hanh. Trong qua trinh thyc hién, nhém bién soan da tham khao
nhiéu tai liéu mang may tinh trong va ngoai nudce, két hop véi kinh nghiém trong thuc té.

Gido trinh nay phuc vu cho hoc sinh chuyén nganh Thuong mai dién tur va Cong
nghé thong tin - Ung dung phan mém cua trudng Cao dang Thuong mai va Du lich.

Gi4o trinh gdm céc nodi dung chinh sau:

Chuong 1: Gidi thiéu tong quan vé mang mdy tinh. Phan loai cac loai mang may
tinh va muyc ti€u rng dung ctia no.

Chuong 2: Nghién ctru cac mo hinh truyén thong. Gidi thi€u mo hinh OSI, dugc
xem nhu 1a mot mé hinh chuan, mot chién lugc phat trién cac hé thong mé.

Chuong 3: Gi61 thi€u mot s6 thiét bi mang phé bién. Dic biét trong chuong nay tim
hi€u sau hon ve ky thuat bam day cap mang.

Chuong 4: Chuong nay gi6i thiéu, cach nhan biét va phan biét dia chi IPv4 va IPv6

Chuong 5: Giéi thiéu vé An toan mang, mdt s phuong thirc tan cong va cac bién
phéap bao v¢ an toan mang.

Gi4o trinh khong chi d& cap dén nhitng van dé co s& 1y luin ma con trinh bay mot
s6 k¥ nang, k¥ thuat can thiét dé thiét ké va cai dat cac mang may tinh. Hy vong s€ co6 ich
cho cac ban hoc sinh mudn tim hiéu va xay dung cac hé thong tin hoc img dung phuc vu
cho san xudt, quan Iy trong cac doanh nghiép. Mac dau c6 rat nhiéu cd gang, nhung khong
tranh khoi nhitng khiém khuyét, rit mong nhan dugc sy déng gop vy kién cua doc gia dé
gido trinh dugc hoan thién hon.

Xin chan thanh cam!
NHOM TAC GIA
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GIAO TRiINH MON HQC
1. Tén moén hoc: Mang may tinh
2. Ma moén hgc: MH10
3. Vi tri, tinh chit, y nghia va vai trd ciia mén hoc ciia mén hoc:

3.1. Vi tri: Mon hoc Mang may tinh 1a mon hoc co s¢ thuoc khdi cac mon hoc chuyén mon
nghé Thuong mai dién tir va nghé Céng nghé thong tin - Ung dung phan mém duoc bo tri
giang day sau cac mon hoc chung trong chuong trinh dao tao trinh 4§ Trung cap.

3.2. Tinh chat: Chuong trinh mén hoc Mang may tinh bao gdm mét sé ndi dung co ban vé
mang may tinh nhu: khai niém mang may tinh; moé hinh truyén thong; thiét bi mang va
cach thirc dam bao an toan mang may tinh.

3.3. Y nghia va vai tro cia mon hoc: Mang mady tinh 1a méon hoc thuc hanh danh cho d6i
tuong la ngu:ol hoc thudc chuyén nganh Thuong mai dién tir va Cong ngh¢ thong tin - Ung
dung phan mém. Noi dung chu yéu ciia mén hoc nay nham cung cip cac kién thuc va ky
ning co ban vé mang may tinh va c6 k¥ nang van dung duoc nhitng kién thire di hoc vao
qua trinh xay dgng, st dung, quan tri mot mang may tinh ciaa doanh nghiép.

4. Muc tiéu mon hoc:
4.1. V& Kién thirc:
Al. Nhan biét duoc nhitng khai niém co ban vé Mang may tinh

A2. Hiéu duoc sy can thiét cia mo hinh truyén thong va cac mé hinh truyén thong dang
duoc stir dung hién nay

A3. Nhan biét duoc cac thiét bi mang.

A4. Trinh bay duoc khai niém vé dia chi IP

AS5. Trinh bay duoc cac kién thirc téng quan vé An toan mang

4.2. V& k§ ning

B1. Phan loai va so sdnh dugc cac loai mang may tinh

B2. Phan biét va so sanh duoc gitra hai mé hinh OSI va TCP/IP

B3. Phan biét dugc cac thiét bi mang. Thyuc hién duoc ki thuat bAm diy cap mang xoan
doi

B4. Phan loai va so sanh dugc vé dia chi IPv4 va dia chi Ipv6

B5. Phéan biét duoc mot sé6 phuong thirc tin cong mang pho bién va cai dat dugc mo sb
bién phap dam bao an toan mang co ban

4.3. V& ning lwce tw chi va trach nhiém:

C1. Y thirc dugc tam quan trong va y nghia thuc tién cia mang mdy tinh trong hoat dong
cta co quan, doanh nghiép.

C2. Lam vi¢c doc lap, lam viéc theo nhom.

C3. Tuan thu ndi quy, quy dinh noi lam viéc.



5. Noi dung ciia mén hoc

5.1. Chwong trinh khung

5.1.1. Chwong trinh khung nganh Thwong mai dién tir

Thaoi gian hoc tap (gio)

S6 Trong do
Ma Tén mon hoc tin | Tong , Thye hz}nh/ .2
MH , A Ly thuc tap/ | Kiém
chi i) .
thuyét | bai tip/thdo | tra
ludn
I Cac mon hgc chung 12 | 255 94 148 13
MHO1 | Chinh tri 2 30 15 13 2
MHO02 | Phap luat 1 15 9 5 1
MHO3 | Gido duc thé chat 1 | 30 4 24 2
MHO04 | Gido duc qubc phong va an ninh 2 45 21 21 3
MHO5 | Tin hoc 2 45 15 29 1
MHO06 | Ngoai ngir 4 90 30 56 4
I Cac mon hgc chuyén mon 64 | 1590 511 1035 44
1.1 | Mén hoc co s 15 | 225 184 31 10
MHO7 | Kinh té vi mo 3 45 43 - 2
MHO8 | Thuong mai dién tir can ban 3 45 43 - 2
MHOQ9 | Phap luat thuong mai dién tir 2 30 28 - 2
MH10 | Mang may tinh 2 30 15 14 1
MH11 | Marketing dién tir 2 30 28 - 2
MH12 | Quan tri co s¢ dir li¢u 3 45 27 17 1
11.2 | Cac mén hoc chuyén mon 47 | 1335 298 1004 33
MH13 | Tiéng Anh thuong mai 4 60 o7 - 3
MH14 | Nghiép vu kinh doanh TM dichvu | 4 60 57 - 3
MH15 | Quan tri tic nghiép TMDT 4 60 o7 - 3
MH16 Nghiég vu van tai, giao nhan va
bao hiém trong TMDT 3 45 43 - 2
MH17 | Khai bdo hai quan dién tu 2 30 28 - 2
MH18 | Thanh toan dién tir 2 30 28 - 2
MH19 | An toan hé thong thong tin 2 30 28 - 2
MH20 | Thuc hanh mang va quan tri mang | 3 90 - 86 4
MH21 | TH tac nghiép TMDT 3 90 - 86 4
MH22 TH van tai, giao nhan va bao hiém ) 60 ] 56 4
trong TMDT
MH23 | TH khai b4o hai quan BT 2 60 - 56 4




MH24 | Thyc tap tot nghiép 16 | 720 720
11.3 | Cdac mén hoc, mé dun tw chon 30 28 - 2
MH25 | K¥ ning ban hang tryc tuyén 2 30 28 - 2
MH26 | Khoi sy kinh doanh 2 30 28 - 2
Tong cong 76 | 1845 | 605 1183 57
5.1.2. Chwong trinh khung nganh Cong nghé thong tin (Ung dung phin mém)
Thoi gian hoc tap (gio)
i sé Trong do
I\l\/flf‘l Tén mén hec tin | Téng _ | Thuc hanh/ | o
chi | sé Ly | thuc tf‘lp/ Kiém
thuyet bai tap/
A tra
thao luan
I Cac mon hoc chung 12 | 255 94 148 13
MHO1 | Chinh tri 2 30 15 13 2
MHO02 | Phap luat 1 15 9 5 1
MHO3 | Gido duc thé chat 1 | 30 4 24 2
MHO04 | Gido duc qubc phong va an ninh 2 45 21 21 3
MHO5 | Tin hoc 2 45 15 29 1
MHO06 | Ngoai ngir 4 90 30 56 4
1 Cac mon hoc chuyén mon 64 | 1560 504 1013 43
1.1 | Mén hoc co so 16 240 179 48 13
MHO7 | Tin hoc van phong 2 30 12 17 1
MHO08 | Bang tinh Excel 2 30 12 17 1
MHO09 | Cau tric may tinh 2 30 28 - 2
MH10 | Mang may tinh 2 30 15 14 1
MH11 | Lap trinh co ban 2 30 28 - 2
MH12 | Cau trac dir liéu va giai thuat 2 30 28 - 2
MH13 | Co s¢ dir li¢u 2 30 28 - 2
MH14 | Lip rap va bao tri may tinh 2 30 28 - 2
11.2 | Mon hoc chuyén mon 46 | 1290 297 965 28
MH15 | Ngoai ngit ch.nganh CNTT 4 60 57 - 3
MH16 | H¢ diéu hanh Windows Server 2 | 30 28 - 2
MH17 | Quan tri CSDL v6i Access 1 3 45 43 - 2
MH18 | Quan tri CSDL vo1 SQL Server 3 45 27 17 1
MH19 | Lap trinh Windows 1 3 45 43 - 2
MH20 | Thiét ké va quan tri website 3 45 43 - 2
MH21 | D6 hoa tng dung 2 30 28 - 2
MH22 | An toan va bado mat thong tin 2 30 28 - 2
MH23 | TH xiy dyng phin mém quan Iy 4 120 - 114 6
MH24 | TH thiét ké va quan tri website 4 | 120 - 114 6
MH25 | Thyc tap tot nghiép 16 | 720 - 720




1.3

Mon hoc tu chon(chon 1 trong 2)

30

28

MH26

K¥ ning giao tiép, phuc vu khach
hang

30

28

MH27

Lap trinh mang

30

28

Tong cong

76

1815

598

1161

56

5.2. Chwong trinh chi tiét mén hoc

S6
TT

Thoi gian (gio)

Tén chwong, muc

Ly
thuyet

Thuwe hanh, thi
nghiém, thao
luan, bai tap

Kiém tra

C‘hlro’ng 1: Nhirng khai niém co ban
Vé mang may tinh

1.1. Pinh nghia mang may tinh
1.2. Phan loai mang may tinh

1.3 So sanh giira mang cuc bo va
mang dién rong

1.4. Céc thanh phan cia mang may
tinh

1.5. Céc loi ich ciia mang may tinh

1.6. Cac dich vu pho bién trén mang
may tinh

Chwong 2: M6 hinh truyén thong

2.1. Sy can thiét phai c6 mé hinh
truyén thong

2.2. Cac nhu cAu chuan hoa dbi vai
mang

2.3. M6 hinh OSI
2.4. Qua trinh chuyén véan goi tin
2.5. M6 hinh TCP/IP

10

Chuwong 3: Thiét bi mang

3.1. M6 trudng truyén dan

3.2. Puong cap truyén mang
3.3. Puong truyén vo tuyén

3.4. Cac ky thuat bdm cap mang
3.5. Cac thiét bj lién két mang

10

10




Chuwong 4: Dia chi IP
4.1. Biachi IP

4.2. Mot 6 khai niém va thuét ngir
lién quan

4.3. bia chi IPv4
4.4. Dia chi IPv6

Chuong 5: An toan mang
5.1. Tong quan vé an toan mang

5 5.2, Mot §6 phuong thac tan cong 3 3 0
mang pho bién

5.3. Bién phap dam bao an ninh mang

6 Kiém tra 1

Cong 30 15 14

6. Pi¢u kién thwe hién mon hoc:
6.1. Phong hoc chuyén moén / nha xudng:
- Phong hoc 1y thuyét, thuc hanh duoc trang bi hé thong dén du anh sang.
- Ban ghé cho sinh vién.
- Ban ghé gi4o vién, bang, phan.
6.2. Trang thiét bi may moc:
- May tinh, may chiéu
6.3. Hoc liéu, dung cy, nguyén vat li¢u:
- Gido an, bai giang.
- Day mang, kim bam mang, cac d¢au ndi RJ45, Hub, Switch, Router.
- Gio trinh ndi bd va cac tai liéu giang day khac hd tro bai giang.
6.4. Cac diéu kién khac: Khong
7. Noi dung va phuong phap danh gia:
7.1. No¢i dung:
- Kién thirc: Panh gia tat ca ndi dung da néu trong muc tiéu kién thic
- K§ nang: Panh gia tat ca ndi dung da néu trong muc tiéu k¥ ning.
- Nang luc tu chu va trach nhiém: Trong qua trinh hoc tap, ngudi hoc can:
+ Nghién ctru bai trude khi dén 16p.
+ Chuan bi day du tai lidu hoc tap.

+ Tham gia day du thoi lugng mén hoc.
11



+ Nghiém tuc trong qua trinh hoc tap.
7.2. Phuwong phap:

Nguoi hoc duge danh gia tich liy mon hoc nhu sau:
7.2.1. Cach danh gia

- Ap dung quy ché dao tao trinh do trung cap hé chinh quy ban hanh kém theo
Thong tu s0 04/2022/TT-LDTBXH, ngay 30/3/2022 cia B0 truéng Bo Lao dong —
Thuong binh va Xa hoi.

- Quy dinh viéc t6 chirc thuc hién chuong trinh dao tao trinh do trung cép, trinh do
cao dang theo nién ché hoic theo phuong thire tich liiy mo-dun hodc tin chi ciia Nha trudng
ban hanh kém theo Quyét dinh s6 706/QD-CDTMDL ngay 14 thang 11 nam 2017 cia
Hiéu trudng Trudng cao ding Thuong mai va Du lich vé t6 chirc dao tao, kiém tra, thi,
danh gia két qua hoc tap va xét cong nhan t6t nghiép

Piém danh gia Trong sé

+ Piém kiém tra thuong xuyén (Hé s6 1)

2 2 14 40%
+ Diém kiém tra dinh ky (H¢ s6 2)

+ Piém thi két thic mon hoc 60%

7.2.2. Phuong phap danh gia

Phwong phap Phwong | Hinh thite | Thoi diém
danh gia phap kiém tra kiém tra
to chirc

Trac nghiém | Trac nghi¢m

Thuong xuyén + Ty luan + Ty luan Sau 12 gio.

: . Trac nghiém | Tric nghiém .
Pinh ky + Ty luan + Ty luan Sau 20 gio
Két thuc mén hoc Trdc nghiém | Trac nghiém Sau 30 gio

+ Tu luan + Tu luan

7.2.3. Cach tinh diém

- Piém danh gia thanh phan va diém thi két thac mon hoc duoc chdm theo thang
diém 10 (tir 0 dén 10), lam tron dén mot chit sb thap phan.

- Biém mon hoc 14 tong diém cua tat ca diém danh gia thanh phan ciia mén hoc
nhan vdi trong sd twong tmg. Piém mén hoc theo thang diém 10 1am tron dén mot chir sd
thap phén, sau d6 duoc quy ddi sang diém chit va diém sb theo thang diém 4 theo quy dinh
cua B Lao dong Thuong binh va Xa hdi vé dao tao theo tin chi..

8. Huwéng din thuc hién mén hoc
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8.1. Pham vi, di twgng ap dung: Mon hoc dugc sir dung dé - glang day cho nghé Thuong
mai dién tir va nghé Cong nghé thong tin - Ung dung phan mém. Tong thoi gian thyc hién
moén hoc 1a: 30 gio, gido vién giang cac gid 1y thuyét, két hop véi cac gid thue hanh dan
xen.

8.2. Phuwong phap giing day, hoc tap mon hoc
8.2.1. P6i véi nguoi day:

~* Ly thuyét: Ap dung phuong phap day hoc tich cuc bao gom: thuyét trinh ngén,
néu van d¢, hudng dan doc tai liéu, bai tap tinh hudng, cau hoi thao luan....

* Bai tAp: Phan chia nhom nhé thuc hién bai tap theo ndi dung dé ra.
* Thue hanh: Phan chia thyc hanh theo noi dung dé ra.

* Hwéng din tu hoc theo nhém: Nhom truéng phan cong cic thanh vién trong
nhom tim hi€u, nghién ctru theo yéu cau ndi dung trong bai hoc, cad nhom thao luan, trinh
bay ndi dung, ghi chép va viét bdo cdo nhom.

8.2.2. Pbi véi nguoi hoc:

- Nghién ctru k¥ bai hoc tai nha trude khi dén 16p. Cac tai liéu tham khao s& duoc
cung cap nguodn trude khi ngudi hoc vao hoc moén hoc nay (trang web, thu vién, tai
li¢u...)

’ - Tham du t61 thiéu 70% cac budi giang 1y thuyét. Nél} ngudi hoc ving >30% sd
tiét Iy thuyét phai hoc lai mén hoc mdi dugc tham du ki thi 1an sau.

- Ty hoc va thao luan nhom: 12 mot phuong phap hoc tap két hop gitta 1am viéc
theo nhom va lam viéc ca nhan. Mot nhom gdm 8-10 ngudi hoc s& dugc cung cap chi dé
thao luan trudce khi hoc 1y thuyét, thuc hanh. M6i nguoi hoc s€ chiu trach nhiém vé 1
hozc mot sd ndi dung trong chii d& ma nhom da phan cong dé phat trién va hoan thién tot
nhét toan bo chi dé thao luan cua nhom.

- Tham du du cac bai kiém tra thuong xuyén, dinh ky.
- Tham duy thi két thiic mén hoc.
- Chu ddng t6 chtre thue hién giod tu hoc.
9. Tai liéu tham khao:
(1) Ts. Pham Thé Qué, Sach huéng dan hoc tap Mang may tinh, 2006
(2) Ho Pic Phuong, Nhiap mon Mang may tinh, Nha xuét ban Gido duc Viét Nam

(3) Khoa Cong nghé Thong tin, Gido trinh nhap mon Mang may tinh, Truong Trung cap
Kinh t¢ Ky thuat Quang Trung.
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CHUONG 1-TONG QUAN VE MANG MAY TINH
< GIOI THIEU CHUONG 1
Chuong 1 12 phén 1y thuyét cac kién thirc co ban vé mang mdy tinh.
< MUC TIEU CHUONG 1
Sau khi hoc xong phan nay, nguoi hoc c6 kha ning:
> Vé kién thiec:
- Trinh bay duoc mét s6 khai niém co ban vé mang may tinh.
- Hiéu duoc cac loai mang may tinh va muc tiéu tng dung caa mang may tinh.
> Vé Ky ning:
- Nhan biét va phan loai cac loai mang méy tinh.
> Vé ndng lyc tw chii va trach nhigm:

- Y thitc duoc tim quan trong va ¥ nghia thyuc tién cia mang may tinh trong thé gioi
cong nghé ngay nay.

- Tich cyc, chu dong va hop tac trong hoc tap. Thé hién sy nhiét tinh, trach nhiém,
tac phong nhanh nhen trong cong viéc.

< PHUONG PHAP GIANG DAY VA HQC TAP CHUONG 1

- Ddivéi ngudi day: str dung phuong phap giang giang day tich cuc (dién giang, van
dap); yéu cau nguoi hoc thuc hién tra 161 cau hoi va bai tdp Chuong 1 (ca nhan hoac
nhom).

- Doi Vi ngudi hoc: chu dong doc trude gido trinh (Chuong 1) trudc budi hoc; hoan
thanh day du bai tap Chuong 1 theo ca nhan hoac nhém va ndp lai cho nguoi day
dung thoi gian quy dinh.

< PIEU KIEN THUC HIEN CHUONG 1
» Phong hoc chuyén moén hoa/nha xwong:
- Phong hoc 1y thuyét, thuc hanh dugc trang bi hé théng dén du anh sang.
- Ban ghé cho sinh vién.
- Ban ghé gi4o vién, bang, phan.
> Trang thiét bi mdy méc:
- May tinh, may chiéu
» Hoc ligu, dung cu, nguyén vt liéu:
- Gido an, bai giang.
- Gido trinh ndi bd va cac tai liéu gidng day khac hd trg bai gidng
> Cic diéu Kign khdc: Khong c6
< KIEM TRA VA DANH GIA CHUONG 1
- Noi dung:

v Kién thtre: Kiém tra va danh gia tit ca ndi dung da néu trong muc tiéu kién thirc
14



v' K§ ning: Panh gia tat ca ndi dung da néu trong myc tiéu ki ning.
v Nang lyc tu chu va trach nhiém: Trong qua trinh hoc tap, nguoi hoc can:
+ Nghién ctru bai trude khi dén 16p
+ Chuan bj day du tai liéu hoc tap.
+ Tham gia day du thoi lwong mén hoc.
+ Nghiém tuc trong qua trinh hoc tap.
- Phwong phap:
v' Diém kiém tra thuong xuyén: Khong cé

v' Kiém tra dinh ky: Khong co
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NOI DUNG CHUONG 1

Mang mdy tinh ngay nay da phat trién mot cach nhanh chong va da dang. Hé diéu
hanh cung cac ing dung cua mang ngay cang phong phu, cac loi ich cua mang ngay cang
duoc khang dinh. Mang may tinh bao gom rat nhiéu loai, nhiéu mé hinh trlen Kkhai. Trong
mot mang may tinh lai c6 nhiéu thanh phan cu thanh. Trudc khi di chi tiét vé mang may
tinh, chung ta s& tim hiéu cac khai niém co ban cia mang may tinh.

1.1. Pinh nghia mang may tinh

Mang may tinh 1a mot tap hop cic mdy tinh dugc ndi v6i nhau bsi dudng truyén
theo mot cau tric nao d6 va thong qua dé cdc may tinh trao d6i thong tin qua lai véi nhau.

DPuong truyén 12 hé thdng cac thiét bi truyén din c6 day hay khéng diy dung dé
chuyén céc tin hiéu dién tir tir may tinh nay dén may tinh khac. Céc tin hiéu dién tir 46 biéu
thi cac gia tri dir liéu dudi dang cac xung nhi phan (on - off). Tat ca cac tin hi¢u dugc
truyén gilra cac may tinh déu thugc mot dang song dién tir. Tuy theo tan sb ciia song dién
tir ¢6 thé dung cac duong truyén vat ly khac nhau dé truyen cac tin hiéu. O day dudng
truyen duogc két ndi co thé la day cap dong truc, cap xoan, cap quang, day dién thoai, song
v tuyén ... Cac duong truyén dir liéu tao nén cau tric ciia mang.

Hinh 1-1: Mang may tinh

Véi su trao d6i qua lai giita may tinh ndy voi may tinh khac da phan biét mang may
tinh véi cac hé théng thu phat mot chiéu nhu truyén hinh, phat thong tin tir vé tinh xudng
cac tram thu thyu dong... vi tai day chi c6 thong tin mot chiéu tir noi phat dén noi thu ma
khong quan tim dén c¢6 bao nhiéu noi thu, ¢6 thu tot hay khong.

Dac trung co ban cua duong truyen vat ly 1a giai thong. Giai thong cua mot duong
chuyén chinh 1a d6 do pham vi tan s6 ma nod ¢ thé dap tng duoc. Téc do truyén dir lidu
trén duong truyén con duge goi 13 thong luong ciia dudng truyén - thuong dugc tinh bang
sd luong bit dugce truyén di trong mot gidy (Bps). Thong luong con duoc do bang don vi
khac 12 Baud (lay tir tén nha bac hoc - Emile Baudot). Baud biéu thi s6 lugng thay ddi tin
hi€u trong mot giay.

O day Baud va Bps khong phai bao gio ciing dong nhét. Vi du: néu trén dudng day
c6 8 murc tin hiéu khac nhau thi moi muc tin hiéu twong tmg véi 3 bit hay 1a 1 Baud tuong
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g v6i 3 bit. Chi khi c6 2 muc tin hiéu trong d6 mdi murc tin hiéu twong tng véi 1 bit thi
1 Baud moi tuong trng voi 1 bit.

1.2. Phan loai mang may tinh

C6 nhiéu cach dé phan biét mang may tinh nhung nguoi ta thuong phan biét mang
may tinh theo vi tri dia 1y, cAu tric mang, phuong phap chuyén mach.

1.2.1. Dya theo vi tri dia ly
Dua vao pham vi phan b6 ctia mang ngudi ta c6 thé phan ra cc loai mang nhu sau:

- GAN (Global Area Network) - Két ndi may tinh tir cac chau luc khac nhau.
Thong thuong két noi1 nay dugce thuc hién thong qua mang vién thong va vé tinh.

- WAN (Wide Area Network) - Mang dién rong, két nbi may tinh trong ndi bo cac
qudc gia hay giita cac qudc gia trong cung mot chau luc. Thong thuong két ndi nay dugc
thuc hién thong qua mang vién thong. Cac WAN c6 thé duogc két ndi voi nhau thanh GAN
hay tu n6 da 1a GAN.

- MAN (Metropolitan Area Network) - Két ndi cac may tinh trong pham vi mot
thanh pho hay gitra cac thanh pho véi nhau.

- LAN (Local Area Network) - Mang cuc b, két néi cac may tinh trong mét khu
vuc ban kinh hep thong thuong khoang vai tram met. Két n6i duge thuc hién thong qua
cac moi trudng truyén thong toc d6 cao vi du cap dong truc thay cap quang. LAN thuong

duogc sir dung trong ndi bd mét co quan/td chirc... Cac LAN c6 thé duoc két ndi véi nhau
thanh WAN.

Trong cac khai ni€ém néi trén, thuong dugc st dung nhét hién nay la khai niém
Mang di¢n rong WAN va mang cuc bo LAN.

1.2.2. Dua theo cAu triic mang
Kiéu diém - diém (point - to - point)

DBuong truyen n01 ting cdp nit mang voi nhau. Thong tin di tir nat ngudn qua nut
trung gian roi goi tiép néu duong truyén khong bi ban. Do do, con co tén 1a mang luu trix
va chuyén tiép (store and forward).

o!
/ T~
JQ IPANVAN 0
o)
Hinh Sao Chu trinh Hinh Cay Dang ludi

Hinh 1-2: Cdu triic diém — diém
Kiéu khuyéch tin

Ban tin dugc goi di tor mot nit s€ dugc tiép nhén boi cac nit con lai (con goi la
broadcasting hay point to multipoint). Trong ban tin phai c6 vung dia chi cho phép moi nut
ki€ém xem co phai tin cua minh khong va xir Iy néu dung ban tin dugc goi dén.
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Hinh 1-3: Cdu triic kiéu khuyéch tan
1.2.3. Dua theo phwong phap chuyén mach
Mang chuyén mach kénh (Line switching network)

Chuyén mach kénh dung trong mang di¢n thoai. Mot kénh ¢ dinh duoc thiét 1ap
gitra cdp thyc thé can lién lac véi nhau. Mang nay c6 hi¢u suat khong cao vi c6 luc kénh
bo khong.

¥

Hinh 1-4: Mang chuyén mach kénh

Mang chuyén mach thong diép (Message switching network)

Céc nat ciia mang cin ctr vao dia chi dich ctia “théng diép” dé chon nat ké tiép. Nhu
vy cac nit can luu trir va doc tin nhan dugc, quan 1y viée truyén tin. Trong trudng hop
ban tin qua dai va néu sai phai truyén lai. Phuong phap nay gidng nhu cach goi thu thong
thuong.

Mang chuyén mach thong béo thich hop véi cac dich vu thong tin kiéu thu dién tir
(Email) hon la ddi véi cac ung dung co tinh thoi gian thuc vi ton tai do tré nhat dinh do
I trix va xir 1y thong tin diéu khién tai mdi nut.

Mess 1

Hinh 1-5: Mang chuyén mach thong diép
Mang chuyén mach géi (Packet switching network)

Bén tin duoc chia thanh nhiéu géi tin (packet) c6 do dai 512 bytes, phan dau cua
goi tin thuong 1a dia chi dich, ma dé tap hop cac goi. Céac goi tin cua cac thong diép khac
18



nhau c6 thé dugc truyén doc 1ap trén cung mot duong truyén. Van dé phirc tap & day 1a tao
lai ban tin ban dau dic biét 1a khi truyén trén cac con dudng khac nhau. Chuyen mach goi
mém déo, hiéu suit cao. Str dung hai ki thuit chuyén mach kénh va chuyén mach géi trong
cing mot mang thong nhat goi 1a mang ISDN (Integrated Services Digital Network — Mang
thong tin sé da dich vu)

Message Message

O
]
00 Cla

Hinh 1-6: Mang chuyén mach goi

1.3. So sanh giira mang cuc by va mang dién rong

Mang cuc b0 va mang dién rong co thé duoc phan biét boi: dia phuong hoat dong,
toc do duong truyén va ty 1€ 101 trén dudng truyén, chu quan cua mang, duong di cia thong
tin trén mang, dang chuyén giao thong tin.

1.3.1. Dia phwong hoat dong

Lién quan dén khu vuc dia 1y thi mang cuc b0 s€ 1a mang lién két cac may tinh nam
¢ trong mot khu vuc nho. Khu vuc ¢ thé bao gff)m mot toa nha hay 1a mdt khu nha... Diéu
d6 han ché bai khoang cach dudng day cap dugc dung dé lién két cac mdy tinh ciia mang
cuc bd (Han ché d6 con 14 han ché cua kha niang k¥ thuat cia duong truyén dir lidu). Nguoc
lai mang dién rong 1a mang c6 kha nang lién két cac may tinh trong mot ving rong 16n nhu
la mot thanh phé, mdt mién, mot dat nuée, mang dién rong duoc xay dung dé ndi hai hoic
nhiéu khu vuc dia 1y riéng biét.

1.3.2. Toc @9 dwong truyén va ty 18 13i trén dudng truyén

Do cac dudng cap cua mang cuc bo duoc xay dung trong mot khu vuc nhé cho nén
no it bi anh hudng bdi tac dong cua thién nhién (nhu 1a sim chdp, anh sang...). Didu d6
cho phép mang cuc bd co thé truyén dir liéu voi toc d6 cao ma chi chiu mot ty 1& 18i nho.
Nguoc lai voi mang dién rong do phai truyén & nhitng khoang cach kha xa véi nhing
duong truyen dan dal co kh1 len to1 hang ngan km Do vay mang dién rong khong thé

AAAAA

’ Mang cuc b(_) thuong co tbe d() truyén dit liéu tir 4 dén 16 Mbps va dat tg”i 100 Mbps
néu dung cap quang. Con phan l6n cac mang dién rong cung cap duong truyen co toc do
thap hon nhiéu nhu T1 véi 1.544 Mbps hay E1 véi 2.048 Mbps.

Don vi bps (Bit Per Second) 1a mét don vi trong truyér} thong twong duong voi 1
bit dugc truyén trong mot gidy, vi du nhu toc do duong truyén la 1 Mbps tirc la co thé
truyén to1 da 1 Megabit trong 1 gidy trén duong truyén do.

Thong thudng trong mang cuc bo ty 1¢ 13i trong truyén dit liéu vao khoang 1/107-
108 con trong mang dién rong thi ty I¢ do vao khoang 1/106 - 107
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1.3.3. Chii quan va diéu hanh ciia mang

Do su phtce tap trong viée xay dung, quan ly, duy tri cac duong truyén dan nén khi
xdy dung mang dién rong ngudi ta thuong st dung cac duong truyén dugc thué tir cac cong
ty vién thong hay cac nha cung cap dich vu truyén sb liéu. Tty theo cau triic cua mang
nhimg duong truyén d6 thudce co quan quan ly khac nhau nhu cac nha cung cap dudng
truyén ndi hat, lién tinh, lién qudc gia. Cac duong truyen d6 phai tuan thu cac quy dinh cta
chinh phu cac khu vuc c¢6 duong day di qua nhu: téc do, viéc ma hoa.

Con d6i1 véi mang cyc bd thi cong viéc don gian hon nhiéu, khi mgt co quan cai dat
mang cuc bd thi toan bo mang s€ thudc quyén quan ly ctia co quan do.

1.3.4. Puong di ciia thong tin trén mang

Trong mang cuc bd thong tin dugc di theo con dudng xac dinh bdi cau trac cta
mang. Khi nguoi ta xac dinh ciu tric cua mang thi thong tin s€ ludn ludn di theo cAu tric
da xac dinh d6. Con v6i mang dién rong dir liéu cAu trac c6 thé phtc tap hon nhiéu do viéc
st dung céac dich vu truyén dir liu. Trong qua trinh hoat dong cac diém nat c6 thé thay doi
dudng di cta cac thong tin khi phat hién ra 6 truc tric trén dudng truyén hay khi phét hién
¢6 qua nhiéu thong tin can truyén gitra hai diém niit nao d6. Trén mang dién rong thong tin
c6 thé ¢6 cac con duong di khac nhau, diéu d6 cho phép c6 thé st dung tdi da cac nang luc
ctia dudng truyén hay ning cao diéu kién an toan trong truyén di liéu.

1.3.5. Dang chuyén giao thong tin

Phén 16n céc mang dién rong hién nay dugc phat trién cho viéc truyén dong thoi
trén dudng truyén nhiéu dang thong tin khac nhau nhu: video, tiéng noi, dir lidu... Trong
khi do cac mang cuc bo chu yéu phat trién trong viéc truyén dir liéu thong thuong. Piéu
nay c6 thé giai thich do viéc truyén cac dang thong tin nhu video, tiéng néi trong mot khu
vuc nho it duge quan tim hon nhu khi truyén qua nhitg khoang cach 16n.

Céc hé thong mang hién nay ngdy cang phirc tap vé chit luong, da dang vé chung
loai va phat trién rat nhanh vé chit. Trong su phat trién d6 sb luong nhitng nha san xuat tir
phﬁn mém, phan ciing may tinh, cdc san pham vién thong ciing ting nhanh véi nhiéu san
pham da dang. Chinh vi vay vai tro chuan hoa ciing mang nhirng y nghia quan trong. Tai
cac nudc cac co quan chuan quéc gia d3 duara cac nhiing chuén vé phan ciing va cac quy
dinh vé giao tiép nham giup cho cic nha san xuat c6 thé 1am ra cac san pham co thé két
nbi véi cac san pham do hang khac san xuat.

1.4. Cac thanh phan ciia mang may tinh

Mang may tinh bao gdm cac thiét b phan cung, cac giao thirc va cac phan mém
mang. Khi nghién ciru vé mang may tinh, cac van dé quan trong can dugc xem xét 13 giao
thirc mang, cau hinh két ndi cua mang va cac dich vu mang.

1.4.1. Mot s6 b giao thirc két ndéi mang

TCP/IP

- Uu thé chinh ciia b giao thic nay l1a kha niang lién két hoat dong cua
nhiéu loai may tinh khac nhau.

- TCP/IP di tr¢ thanh tiéu chuan thuc t& cho két ndi lién mang ciing nhu két ndi
Internet toan cau.

NetBEUI
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- Bo giao thuc nhd, nhanh va hi¢u qua dugc cung cép theo cac san phém
cua hang IBM, cling nhu sy ho trg ctia Microsoft.

- Bét loi chinh cta b giao thic nay 1a khéng hd trg dinh tuyén va sir dung gi6i han
¢ mang dua vao Microsoft.

IPX/SPX
- Pay la bo giao thirc st dung trong mang Novell.

- Uu thé: nho, nhanh va hiéu qua trén cic mang cuc bd ddng thoi hd trg kha ning
dinh tuyén.

DECnet
- Pay 12 bo giao thire doc quyén cua hing Digital Equipment Corporation.

- DECnet dinh nghia mé hinh truyén thong qua mang LAN, mang MAN va WAN.
Ho trg kha niing dinh tuyén

1.4.2. H¢ diéu hanh mang - NOS (Network Operating System)

Cung v6i sy nghién ciru va phat trién mang may tinh, hé diéu hanh mang da dugc
nhiéu cong ty dau tu nghién ctru va da cong bd nhidu phan mém quan 1y va diéu hanh mang
c6 hiéu qua nhu: NetWare cua cong ty NOVELL, LAN Manager ciia Microsoft dung cho
cac may server chay hé diéu hanh OS/2, LAN server ciia IBM (gan nhu dong nhét véi
LAN Manager), Vines ctia Banyan Systems 12 hé diéu hanh mang dung cho server chay
hé diéu hanh UNIX, Promise LAN ctia Mises Computer chay trén card diéu hop mang doc
quyén, Windows for Workgroups ctia Microsoft, LANtastic cta Artisoft, NetWare Lite
cua Novell,....

Mot trong nhiing su Iya chon co ban ma ta phai quyét dinh trude 13 hé didu hanh
mang nao s€ 1am nén tang cho mang cua ta, viéc lya chon tuy thudc vao kich c& cuia mang
hién tai va sy phat trién trong twong lai, con tuy thudc vao nhitng wu diém va nhugc diém
ctia timg hé diéu hanh.

Mot sb hé diéu hanh mang phé bién hién nay:

Hé diéu hanh mang UNIX: Pay 1 hé diéu hanh do cac nha khoa hoc xay dung va
duoc dung rat phd bién trong gidi khoa hoc, gido duc. Hé diéu hanh mang UNIX 14 hé diéu
hanh da nhi€ém, da nguo1 st dung, phuc vu cho truyén thong tdt. Nhuoc diém cua no la
hién nay c6 nhiéu Version khac nhau, khong thong nhat gay kho khin cho ngudi sir dung.
Ngoai ra hé diéu hanh nay kha phuc tap lai doi hoi cau hinh may manh (trudc diy chay
trén may mini, gan ddy c6 SCO UNIX chay trén may vi tinh véi ciu hinh manh).

Hé diéu hanh mang Windows NT: Pay 1 hé diéu hanh cua hing Microsoft, ciing 1a
hé diéu hanh da nhiém, da nguoi str dung. Dac diém cta no 1a tuong dbi dé sir dung, hd
trg manh cho phan mém WINDOWS. Do hing Microsoft 14 hing phan mém 16n nhat thé
gidi hién nay, hé diéu hanh nay co kha nang s€ duoc ngay cang phé bién rong rai. Ngoai
ra, Windows NT c6 thé lién két tot voi may chit Novell Netware. Tuy nhién, dé chay ¢
hiéu qua, Windows NT ciing doi hoi cau hinh may twong d6i manh.

Hé diéu hanh mang Windows for Workgroup: Pay 1a hé diéu hanh mang ngang
hang nho, cho phép mot nhém ngudi 1am viée (khoang 3-4 nguoi) dung chung 6 dia trén
may cua nhau, dung chung may in nhung khong cho phép chay chung mét img dung. Hé
dé dang cai dat va ciing kha phd bién.
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H¢ diéu hanh mang NetWare ciia Novell: Day 1 hé diéu hanh pho bién nhét hién
nay & nudc ta va trén thé gidi trong thoi gian cudi, né co thé dung cho cac mang nhod
(khoang tir 5-25 may tinh) va ciing c6 thé dung cho cic mang 16n gdm hang trim may tinh.
Trong nhiing ndm qua, Novell da cho ra nhiéu phién ban ctia Netware: Netware 2.2, 3.11.
4.0 va hién c6 4.1. Netware 13 mot hé diéu hanh mang cuc bo dung cho cic may vi tinh
theo chuan cua IBM hay cic may tinh Apple Macintosh, chay hé diéu hanh MS-DOS hoic
0S/2.

He¢ diéu hanh nay tuong d6i gon nhe, dé cai dat (may chu chi can tham chi AT386)
do d6 phu hop voi hoan canh trang thiét bi hién tai ciia nude ta. Ngoai ra, vi 14 mot phan
mém phd bién nén Novell Netware dugce cac nha san xuit phdn mém khac hd tro (theo
nghia cac phan mém do cc hang phan mém 16n trén thé gidi lam déu co thé chay tot trén
hé diéu hanh mang nay).

1.5. Cac lgi ich cua mang may tinh

Mang tao kha nang dung chung tai nguyén cho cac ngud¢i dung.

Van dé 1a 1am cho cac tai nguyén trén mang nhu chuong trinh, dit liu va thiét bi,
dac biét 1a cac thiét bi dat tién, c6 thé san dung cho moi ngudi trén mang ma khong can
quan tdm dén vi tri thyc cta tai nguyén va nguoi dung.

V& mit thiét bi, cac thiét bi chat luong cao thuong dét tién, chuing thuong dugc dung
chung cho nhiéu ngudi nham giam chi phi va dé bao quan.

Vé mit chuong trinh va dit lidu, khi dugc dung chung, mdi thay doi s& san ding cho

moi thanh vién trén mang ngay lap tirc. Diéu nay thé hién rat rd tai cic noi nhu ngan hang,
cac dai ly ban vé may bay...

Mang cho phép niang cao dg tin cay.

Khi str dung mang, c6 thé thuc hién mot chuong trinh tai nhiéu may tinh khac nhau,
nhiéu thiét bi c6 thé ding chung. Dleu nay tang do tin cdy trong cong viéc vi khi co may
tinh hozc thiét bi bi hong, cong viéc van c6 thé tiép tuc véi cac may tinh hodc thiét bi khac
trén mang trong khi cho sura chira.

Mang givip cho cong viéc dat hiéu suit cao hon.

Khi chuong trinh va dir liéu da dung chung trén mang, c6 thé bo qua mot s6 khau
d6i chiéu khong can thiét. Viéc diéu chinh chuong trinh (néu c6) ciing tiét kiém thoi gian
hon do chi can cai dat lai trén mdt may.

V& mat to chuc, viée sao chép dir liéu phong ho tién lgi hon do co thé giao cho chi
mot nguoi thay vi moi ngudi phai ty sao chép phan ctia minh.

Tiét kiém chi phi.

Viée dung chung cac thiét bi ngoai vi cho phep giam chi phi trang bi tinh trén 5O

nguoi dung. V& phan mém, nhiéu nha san xuit phan mém cung cip ca nhimng 4n ban cho
nhiéu ngudi dung, véi chi phi thap hon tinh trén mdi nguoi ding.

Téang cwdng tinh bio mat thong tin.
Dt liéu duoc luu trén cdc may phuc vu tap tin (file server) s€ dugc bao vé¢ tdt hon
so v&i dat tai cac may cd nhan nho co ché bao mat cua cac h¢ dieéu hanh mang.
Viéc phat trién mang may tinh da tao ra nhiéu ing dung méi
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Mot s6 ing dung c6 anh hudng quan trong dén toan xa hoi: kha ning truy xuat cac
chuong trinh va dir liéu tr xa, kha nang thong tin lién lac dé dang va hiéu qua, tao moi
truong giao tiép thuan loi gitta nhitng nguoi dung khac nhau, kha ning tim kiém thong tin
nhanh chéng trén pham vi toan thé gidi,...

1.6. Cac dich vu pho bién trén mang may tinh
Dich vu tap tin (File services)

Cho phep chia sé tai nguyén thong tin chung, chuyen giao céc tap tin dir li€u tor may
nay sang may khac. Tim kiém thong tin va diéu khién truy nhap. Dich vu thu dién tir
E_Mail (Electronic mail) cung cip cho ngudi sit dung phuong tién trao doi, tranh ludn
bﬁng thu dién tir. Dich vu thu dién tir gia thanh ha, chuyén phat nhanh, an toan va ndi dung
c6 thé tich hop cac loai dit liéu.

Dich vu in an

) C6 thé dung chung cac may in c‘iét tién trén mang. Cung cap kha nang da truy nhap
dén may in, phuc vu dong thoi cho nhiéu nhu cau in khac nhau. Cung cap cac dich vu FAX
va quan ly dugc céc trang thiét bi in chuyén dung.

Cic dich vu img dung hwéng ddi twong

Str dung cac dich vu thong diép (Message) lam trung gian tac dong dén cac d6i
tugng truyén thong. P6i tugng chi ban giao dit lidu cho tac nhan (Agent) va tac nhan s&
ban giao dir liéu cho doi tuong dich.

Cac dich vu irng dung quan tri luong cong viéc trong nhém lam viéc:

Dinh tuyén céc tai lidu dién tir giita nhitng ngudi trong nhom. Khi chix ky dién tir
dugc xac nhan trong cac phién giao dich thi c6 thé thay thé dugc nhiéu tién trinh méi hiéu
qua va nhanh chong hon.

Dich vu co sé dir liéu

La dich vu phé bién vé cac dich vu ung dung, la cac ung dung theo moé hinh
Client/Server. Dich vu xt Iy phén tan luu trir dit liéu phan tan trén mang, nguoi dung trong
sudt va dé su dung, dap ing cac nhu cau truy nhap cua ngudi st dung.

< Tém tit Chwong 1
Trong chuong nay, mot s6 ndi dung chinh dwoc gidi thiéu:
- Pinh nghia, phan loai mang may tinh
- So sanh gitta mang cuc bd va mang dién rong
- Cac thanh phan cia mang may tinh
- Cac loi ich va dich vu phé bién cua mang may tinh
s Cau hoi:
- Trac nghiém:
Cau 1: Khi st dung mang may tinh ta s€ duoc cac lgi ich
A. Chia sé tai nguyén (co sé dir li¢u, may in, cac phﬁn mém tién ich, o)
B. Quan Iy tap trung, bao mat va backup t6t
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C. St dung céac dich vu mang
D. Tét ca déu dung
Cau 2: C4c thanh phan tao nén mang may tinh 1a?
A. May vi tinh
B. Céc thiét bj két ndi mang
C. Giao thtc
D. Tét ca déu dung
Cau 3: Phan loai mang may tinh theo khoang cach dia Iy c6 miy loai?
A.3
B.4
C.5
D.6
Cau 4: LAN la tir viét tit cia mang nao?
A. Mang dién rong
B. Mang d6 thi
C. Mang ndi bo
D. Mang toan cau
- Ty luan:
Hay trinh bay muc ti€u va ing dung mang may tinh.
Hay phat biéu cac loi ich khi ndi may tinh thanh mang.

Hay trinh bay tong quat vé xu hudng phat trién cac dich vu mang.

> L e

Hiéu thé ndo 1a mang mdy tinh. Hiy trinh bay tom tit chirc ning cac thanh phan
chu yéu ciia mot mang may tinh?.
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CHUONG 2 - MO HINH TRUYEN THONG
< GIOI THIEU CHUONG 2
Chuong 2 12 phan 1y thuyét cac kién thirc co ban vé mé hinh truyén thong.
< MUC TIEU CHUONG 2
Sau khi hoc xong phan nay, nguoi hoc c6 kha ning:
> Vé kién thiec:
- Trinh bay duoc mot s6 kién thirc co ban vé mé hinh truyén thong.
- Hiéu duoc cic mé hinh truyén thong phd bién.
> Vé Ky ning:
- Nhan biét, phan loal va so sanh dugc m6 hinh OSI va m6 hinh TCP/IP.
> Vé ndng lyc tw chii va trach nhigm:

- Y thirc dugc tam quan trong va ¥ nghia thuc tién cia mé hinh truyén thong duoc sir
dung trong viéc truyen va nhan dir li¢u gitra cac h¢ thong trong mang may tinh.

- Tich cyc, chu dong va hop tac trong hoc tap. Thé hién sy nhiét tinh, trach nhiém,
tac phong nhanh nhen trong cong viéc.

< PHUONG PHAP GIANG DAY VA HQC TAP CHUONG 2

- Ddivéi ngudi day: str dung phuong phap giang giang day tich cuc (dién giang, van
dap); yéu cau nguoi hoc thuc hién tra 161 cau hoi va bai tdp Chuong 2 (ca nhan hoac
nhom).

- Doi V6i ngudi hoc: chu dong doc trude gido trinh (Chuong 2) trudc budi hoc; hoan
thanh day du bai tdp Chuong 2 theo ca nhan hoac nhém va ndp lai cho nguoi day
dung thoi gian quy dinh.

< PIEU KIEN THUC HIEN CHUONG 2
» Phong hoc chuyén moén hoa/nha xwong:
- Phong hoc 1y thuyét, thuc hanh duoc trang bi hé théng dén du anh sang.
- Ban ghé cho sinh vién.
- Ban ghé gi4o vién, bang, phan.
> Trang thiét bi mdy méc:
- May tinh, may chiéu
» Hoc ligu, dung cu, nguyén vt liéu:
- Gido an, bai giang.
- Gido trinh ndi bd va cac tai liéu gidng day khac hd trg bai gidng
> Cic diéu Kign khdc: Khong c6
< KIEM TRA VA DANH GIA CHUONG 2
- Noi dung:

v Kién thtre: Kiém tra va danh gia tit ca ndi dung da néu trong muc tiéu kién thirc
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v' K§ ning: Panh gia tat ca ndi dung da néu trong myc tiéu ki ning.
v Nang lyc tu chu va trach nhiém: Trong qua trinh hoc tap, nguoi hoc can:
+ Nghién ctru bai trude khi dén 16p
+ Chuan bj day du tai liéu hoc tap.
+ Tham gia day du thoi lwong mén hoc.
+ Nghiém tuc trong qua trinh hoc tap.
- Phwong phap:
Diém kiém tra thuong xuyén: 01 bai kiém tra (hinh thire: viét)

Kiém tra dinh ky: Khong c6
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NOI DUNG CHUONG 2
2.1. Sw can thiét phai c6 md hinh truyén thong

D¢ mot mang may tinh tréd mot moi truong truyén dir li¢u thi né can phai c6 nhitng
yeu to sau:

- Mdi may tinh can phai c6 mot dia chi phan biét trén mang.

- Viéc chuyén dir liéu tir may tinh ndy dén may tinh khac do mang thuc hién théng
qua nhitng quy dinh thong nhat goi 1a giao thirc cia mang.

Khi cac may tinh trao doi dit liéu voi nhau thi mot qua trinh truyén giao dir liéu da
dugc thuc hién hoan chinh. Vi du nhu dé thuc hién viéc truyén mdt file gitta mot may tinh
vo1 mot may tinh khac cung dugc gan trén mot mang cac cong viéc sau day phai duoc thuc
hién:

- May tinh can truyén can biét dia chi ctia may nhan.

- May tinh can truyén phai xac dinh duoc may tinh nhan d sin sing nhan thong tin

- Chuong trinh giri file trén may truyén can xac dinh dugc rang chuong trinh nhan
file trén may nhén da san sang ti€p nhan file.

- Néu cau tric file trén hai may khong gidng nhau thi mot may phai lam nhiém vu
chuyén doi file tir dang nay sang dang kia.

- Khi truyén file may tinh truyén can thong bao cho mang biét dia chi ciia may nhan
dé cac thong tin dugc mang dua té1 dich.

Piéu trén d6 cho thiy giita hai may tinh d c6 mot su phdi hop hoat dong & mirc do
cao. Bay gio thay vi chiing ta xét cd qua trinh trén nhu 1a mét qua trinh chung thi chung ta
s& chia qua trinh trén ra thanh mot s6 cong doan va mdi cong doan con hoat dong mot cach
doc 1ap voi nhau. O day chuong trinh truyén nhan file cia mdi méy tinh duoc chia thanh
ba module 13: Module truyén va nhan File, Module truyén thong va Module tiép can mang.
Hai module twong img s€ thuc hién vi¢c trao ddi v6i nhau trong do:

- Module truyén va nhan file can duoc thuc hién tat ca cac nhiém vu trong cac ung
dung truyén nhan file. Vi du: truyén nhan thong sd vé file, truyén nhan céac mﬁu tin cua
file, thyc hién chuyen doi file sang cac dang khac nhau neu can. Module truyén va nhan
file khong can thiét phai tryc tiép quan tim to1 viée truyén dit liéu trén mang nhu thé nao
ma nhiém vu d6 duogc giao cho Module truyén thong.

- Module truyén thong quan tdm t&i viéc cac mdy tinh dang hoat dong va sin sang
trao doi thong tin v4i nhau. N6 con kiém soat cac dir liéu sao cho nhiing dit liéu ndy c6 thé
trao d6i mot cach chinh xac va an toan giira hai may tinh. Diéu d6 ¢o nghia la phai truyén
file trén nguyén tic dam bao an toan cho dit lidu, tuy nhién & day c6 thé c6 mot vai mirc
d6 an toan khac nhau dugc danh cho tung ng dung. O day viéc trao d6i dir liéu gita hai
may tinh khong phu thudc vao ban chat ctia mang dang lién két chung. Nhimng y€u cau lién
quan dén mang da dugc thyc hién 6 module thir ba 1a module tiép can mang va néu mang
thay doi thi chi c6 module tiép can mang bi anh huéng.

- Module tiép can mang dugc xay dung lién quan dén cac quy cach giao tiép véi
mang va phu thudc vao ban chat cua mang. N6 dam bdo viéc truyén dir li¢u tir may tinh
nay dén may tinh khac trong mang.
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Nhu vay thay vi xét ca qua trinh truyén file v6i nhiéu yéu cau khac nhau nhu mot
tién trinh phtrc tap thi ching ta c6 thé xét qua trinh d6 véi nhiéu tién trinh con phan biét
dwa trén viéc trao ddi gitta cac Module twong tng trong chuong trinh truyén file. Cach nay
cho phép chung ta phan tich k¥ qu4 trinh file va d& dang trong viéc viét chuong trinh.

Viéc xét cac module mot cach dc 1ap vai nhau nhu vay cho phép gidm do phitrc tap
cho viéc thiét ké va cai dit. Phuong phap nay dugc sir dung rong réi trong viéc xay dung
mang va cac chuong trinh truyén thong va duoc goi 1a phwong phéap phén tang (layer).

Nguyén tic cua phuong phap phan ting la:

- M01 hé thong thanh phan trong mang duoc xay dung nhu mot cau tric nhiéu tng
va déu c6 cau tric giong nhau nhu: s6 lwong tang va chic ning ciia mdi tang.

- Cac tang nam chong 1én nhau, dit lidu duoc chi trao doi tryc tiép gitta hai ting ké
nhau tir tang trén xudng tang dudi va nguoc lai.

- Cung vdi viée xac dinh chirc nang ciia mdi tang chiing ta phai xac dinh mbi quan
hé gitta hai tang ké nhau. Dit liéu duoc truyén di tir ting cao nhit cta hé thong truyén lan
luot dén tang thap nhét sau do truyén qua dudng ndi vat Iy dudi dang cac bit toi ting thap
nhat cta hé théng nhan, sau do dir liéu duoc truyén nguoc l1én lan luot dén tﬁng cao nhat
ctia hé théng nhan.

- Chi ¢6 hai tang thap nhat c6 lién két vat Iy voi nhau con céc tAng trén clng thir tu
chi c6 céc lién két logic voi nhau. Lién két logic cua mot tang dugc thuc hién thong qua
cac tang dudi va phai tuan theo nhitng quy dinh chat ché, cac quy dinh d6 dugc goi giao
thirc cua tang.

Hé théng A Hé théng B

- Giao thiic tdngn [ .
Téngthdn |« £%.»| Tdngthun

Tdng thi i ‘.......(.?'.'?9.".‘?‘.".‘7'.."".?{?.‘.'......h Tdng tha i

Tdéngtha 1 |« Gleetlictdngl o 1éngtna 1

Enidie g truyé m vt v

Hinh 2-1: M6 hinh phén tang

2.2. Cac nhu cau vé chuan héa doi véi mang

Trong thyc té viéc phan chia cac tang nhu trong mé hinh trén thuc su chua du. Trén
thé gidi hién c6 mot s6 co quan dinh chuan, ho dua ra hang loat chuan vé mang tuy cac
chuan do co tinh chat khuyén nghi chtr khong bat bu¢c nhung chung rat dugc cac co quan
chuan quoc gia coi trong.

Hai trong s6 cac co quan chuan quoc té la:

- 1SO (The International Standards Organization) - La to chirc tiéu chuan quoc
té hoat dong dudi su bao trg cua Lién hop Quéc v6i thanh vién 1a cac co quan chuén quoc
gia voi so lugng khoang hon 100 thanh vién voi myc dich hd trg su phat trién cac chuan

trén pham vi toan thé gigi. Mot trong nhiing thanh tyu cta ISO trong ldnh vyc truyén théng
1a m6 hinh hé thong md (Open Systems Interconnection - goi tat 1a OSI).
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- CCITT (Commité Consultatif International pour le Telegraphe et la
Téléphone) - T chirc tu van quéc té vé dién tin va dién thoai lam viéc dudi su bao tro cla
Lién Hiép Qudc c6 tru so chinh tai Geneva - Thuy s§. Cac thanh vién chu yéu 1a cac co
quan buu chinh vién thong cac qubc gia. T6 chirc ndy c6 vai tro phét trién cac khuyén nghi
trong cac 1anh vuc vién thong.

2.3. M6 hinh OSI (Open Systems Interconnection)

Mo hinh OSI 1a mét co sé danh cho viéc chuan hoa céc hé thong truyén thong, nd
dugc nghién clru va xay dung boi [SO. Viée nghién ctiru vé mo hinh OSI dugc bat dau tai
ISO vao nam 1971 v&1 muc ti€u nham t61 viée ndi két cac sdn pham cua cac hang san xuat
khac nhau va phoi hop cac hoat dong chuan hoa trong cac linh vuc vién thong va hé thong
thong tin. Theo mo hinh OSI chuong trinh truyén thong dugc chia ra thanh 7 tang véi
nhirng chirc nang phan biét cho tung ting. Hai tang dong mirc khi lién két vé1 nhau phai
st dung mdt giao thirc chung.

Viéc nghién ctru vé OSI duoc bat dau tai ISO vao nim 1971 véi cic muc tiéu nhim
noi ket cac san pham cua cac hang san xuat khac. Uu diém chinh cua OSI 1a 6 ch6 no hua
hen giai phap cho van dé truyen thong gitra cac may tinh khong gidng nhau. Hai h¢ théng,
di c6 khac nhau déu cé thé truyén théng v6i nhau mot cac hiéu qua néu chung dam bao
nhitng diéu kién chung sau day:

- Chung cai dit cing mot tap cac chirc ning truyén thong.

- Céc chtrc nang d6 duoc t6 chirc thanh ciing mot tap céc tang. cac ting dong mic
phai cung cap céac chirc nang nhu nhau.

- Cac tang dong mirc khi trao d6i voi nhau sir dung chung mot giao thirc

Mo hinh OSI tach cic mit khic nhau cia mot mang may tinh thanh bay tang theo
mo hinh phan tang. M6 hinh OSI 1a mét khung ma céc ti€u chuan 1ap mang khac nhau c6
thé khdp vao. M6 hinh OSI dinh rd cac mat nao ctua hoat dong cia mang c6 thé nham dén
boi cac tidu chuan mang khac nhau. Vi vdy, theo mot nghia nao d6, mé hinh OSI 1a mot
loai tiéu chuén cua cac chuén.

2.3.1. Nguyén tic sir dung khi dinh nghia cac ting hé thong mé

Sau day la cac nguyén tic ma ISO quy dinh ding trong qué trinh xdy dyng mé hinh
OSl:

- Khong dinh nghia qua nhiéu ting dé viéc xac dinh va ghép ndi cac tang khong qué
phure tap.

- Tao cac ranh gidi cac tang sao cho viéc giai thich cac phuc vu va s6 cac tuong tac
qua lai hai tang la nho nhat.

- Tao cac tang riéng biét cho cac chirc ning khac biét nhau hoan toan vé ki thuat sir
dung hodc qua trinh thyuc hién.

- Cac chire ning giéng nhau dugc dit trong ciing mot tang.

- Lya chon ranh gi6i cac tang tai cic diém ma nhimng thir nghiém trong qua khir
thanh cong.

- Cac chtric nang dugc xac dinh sao cho ching co thé dé dang xac dinh lai, va cac
nghi thirc cua chiing c6 thé thay doi trén moi hudng.
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- Tao ranh giodi cac tang ma ¢ do can c¢6 nhirng mic do triru tugng khac nhau trong
viéc st dung so li¢u.

- Cho phép thay dbi cac chirc ning hoic giao thirc trong ting khéng anh hudng dén
cac tang khac.

- Tao céc ranh gidi gitta mdi tang véi ting trén va dudi no.
2.3.2. Cac giao thirc trong mo hinh OSI

Trong mo hinh OSI ¢6 hai loai giao thirc chinh dugc ap dung: giao thirc c6 lién két
(connection - oriented) va giao thirc khong lién két (connectionless).

- Giao thirc c6 lién két: trude khi truyén dir liéu hai ting ddng mirc can thiét lap mot
lién két logic va cac goi tin dugc trao doi thong qua lién két nay, viéc cé lién két logic s€
nang cao dJ an toan trong truyén dir licu.

- Giao thirc khong lién két: trudc khi truyén dir liéu khong thiét 1ap lién két logic va
moi goi tin dugce truyén ddc 1ap vai cac goi tin trude hodc sau no.

Nhu vay véi giao thirc c6 lién két, qua trinh truyén thong phai gdm 3 giai doan phan
biét:

- Thiét 1ap lién ket (logic): hai thyc thé dong muc & hai hé thong thuong luong voi
nhau vé tip cac tham sb sé& str dung trong giai doan sau (truyén dit liéu).

- Truyén dit liéu: dit liéu dugc truyén véi cac co ché kiém soat va quan 1y kém theo
(nhu kiém soat 101, ki€ém soat ludng dir li¢u, cat/hop dit ligu...) d€ tdng cuong do tin cdy va
hi€u qua cua vi¢c truyén dir li¢u.

- Huy bo lién két (logic): giai phong tai nguyén hé thong di duogc cip phat cho lién
két dé dung cho lién ket khéc.

Pbi v6i giao thirc khong lién két thi chi co duy nhat mot giai doan truyén dir lidu
ma thoi.

Goi tin ctia giao thirc: Goi tin (Packet) duoc hiéu nhu 13 mot don vi thong tin dung
trong viéc lién lac, chuyén giao dir liéu trong mang may tinh. Nhirng thong diép (message)
trao doi gitra cac may tinh trong mang, dugc tao dang thanh cac goi tin & may ngudn. Va
nhirg goéi tin nay khi dich s& dugc két hop lai thanh théng diép ban ddu. Mot géi tin co
thé chira dung cac yéu cau phuc vu, cac thong tin diéu khién va dit lidu.
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Apmiicarion it i Applicaden
Presenmtion hdr | dam | E'M" da Presenmtion
Sessian Rdr (hdr | dosm | Rdr|hdr| dos Eerrian
Transpert Rdr | hdr | Rdr | defe Rdr | hdr | Rdr| dara Transpert
Merwerk hdr | hdr | dr [ hdr | dafe hdr | Rdr | hdr | hdr| darfe erwerk
Danlink hdr | hdr | hdr | Rdr (hdr | date | ol hdr | hdr | hdr | hdr | hdr| dara | o7 Daza lnk
Physic Physic

kdr. phdn ddu aditin
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Hinh 2-2: Phwong thirc xac ldp cac goi tin trong mo hinh OSI

Trén quan diém m6 hinh mang phéan tang tang m01 tang chi thyc hién mot chirc
nang 1a nhan dir li¢u tur tang bén trén dé chuyén giao Xuong cho tang bén dudi va nguoc
lai. Chirc ning nay thuc chat 1a gan thém va g& bo phan dau (header) dbi v6i cac goi tin
trude khi chuyén no di. Néi cach khéc, ting goi tin bao gdm phan dau (header) va phan di
liéu. Khi di dén mét tﬁng moi goi tin s€ dugc dong thém mot phﬁn dau dé khac va duoc
xem nhu 13 géi tin ctia ting méi, cong viée trén tiép dién cho ti khi goi tin duoc truyén
1én duong day mang dé dén bén nhan.

Tai bén nhéan cac goi tin dugc g& bo phan dau trén ting ting tudng ing va day ciing
la nguyén ly ctia bat cir mo6 hinh phéan tang nao.

Chu ¥: Trong mo hinh OSI phan kiém 13i ctia géi tin tang lién két dir liéu dat & cudi
goi tin

2.3.3. Céc chirc niing chii yéu ciia cac ting ciia mo hinh OSI.

Tang 1: Vit Iy (Physical)

Tang vat 1y (Physical layer) 1a tang dudi cing cia md hinh OSI 1a. N6 mé ta cac
dac trung vat ly ctia mang: Cac loai cap duoc dung d€ noi cac thiét bi, cac loai dau noi
duoc dung , cac day céap c6 thé dai bao nhiéu v.v... Mat khac cac tang vat 1y cung cap céac
dac trung dién cua cac tin hiéu dugc dung dé khi chuyén dir li€u trén cép tor mot may nay
dén mot may khac ciia mang, k¥ thuat néi mach dién, toc do cap truyén dan.

Tang vat Iy khong qui dinh mdt y nghia nao cho céc tin hiéu d6 ngoai cac gié tri nhi
phan 0 va 1. O cac tang cao hon ctia m6 hinh OSI y nghia ctia cac bit dugc truyén ¢ tang
vat ly sé duogc xac dinh.

Vi du: Tiéu chuan Ethernet cho cap xoan ddi 10 baseT dinh rd cac dic trung dién
cua cap xoan doi, kich thudc va dang ctia cac dau noi, d dai to1 da cua cap.

Khac vé6i cac ting khac, tAng vat 1y 1a khong co goi tin riéng va do vay khong co
phan dau (header) chira thong tin diéu khién, dir liéu dugc truyén di theo dong bit. Mot
giao thirc tang vat ly ton tai gilia cac tang vat ly dé quy dinh vé phuong thirc truyén (dong
b, phi ddng bo), toc do truyén.
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Céc giao thuc dugc xay dung cho tﬁqg vat Iy dugc phan chia thanh phan chia thanh
hai loai giao thirc sr dung phuong thirc truyén thong di b (asynchronous) va phuong thire
truyén thong dong bo (synchronous).

Phuong thirc truyén di bo: Khong c6 mot tin hiéu quy dinh cho sy dong bo giita cac
bit gifra may guri va may nhan, trong qua trinh gui tin hiu may gui su dung cac bit dac
biét START va STOP dugc dung dé tach cac xau bit biéu dién cac ky tu trong dong dir
lidu can truyen di. No cho phep mot ky tu dugce truyén di bat ky ltic nao ma khong can
quan tim dén céc tin hiéu ddng bo trude do.

Phuong thirc truyén déng bo: Str dung phuong thire truyén can c¢6 dong bo gitra may
glri va may nhan, né chén cac ky tu dac biét nhu SYN (Synchronization), EOT (End Of
Transmission) hay don gian hon, mot cai "co " (flag) gitra cac dir liéu cua may giri dé bao
hiéu cho may nhan biét duoc dit liéu dang den hodc di dén.

Tang 2: Lién két dir liéu (Data link)

Tang lién két dir liéu (data link layer) 13 ting ma & d6 y nghia duoc gan cho cac bit
duogc truyén trén mang. Tang lién két dir liéu phai quy dinh duoc cac dang thirc, kich thuéc,
dia chi may gui va nhan cia mdi goi tin duoc giri di. N6 phai xac dinh co ché truy nhap
thong tin trén mang va phuong tién giri mdi goi tin sao cho né dugc dua dén cho nguoi
nhan da dinh.

Tang lién két dit liéu c6 hai phwong thire lién két dua trén cach két ndi cac may tinh,
d6 1a phuong thirc "mot diém - mot diém" va phuong thire "mot diém - nhiéu diém" Vi
phuong thirc "mot diém - mot diém" cac duong truyén riéng biét dugc thiét 1ap dé ndi cac
cdp may tinh lai v&i nhau. Phuong thirc "mot diém - nhiéu diém " tat ca cdc may phan chia
chung mot duong truyén vat 1y.

mét di¢m - mét dicm mét dicm - nhiéu dicm

Hinh 2-3: Cac duwong truyén két noi kiéu "mot diem - mot diém" va "mot diém - nhiéu
diém"

Tang lién két dir lidu cling cung cap cach phat hién va sira 16i co ban dé dam bao
cho dir liéu nhan dugc gidng hoan toan véi dit liéu gui di. Néu mot goi tin ¢6 161 khong
stra duoc, tang lién két dir liéu phai chi ra dugc cach théng bao cho noi gui biét goi tin d6
c6 16i dé né g lai.

Céc giao thuc tang lién két dit lidu chia lam 2 loai chinh 1a cac giao thirc hudng ky
tu va céac giao thirc hudng bit. Céac giao thirc hudng ky tu dugc xay dung dua trén cac ky
tu dac bi¢t cua mot bd ma chuén nao do (nhu ASCII hay EBCDIC), trong khi d6 cac giao
thirc huéng bit lai diing cic ciu trac nhi phan (xau bit) dé xay dung cac phan tu cua giao
thirc (don vi dit liéu, cac thu tuc.) va khi nhan, dir liéu s& duoc tiép nhan 1an luot ting bit
mot.

Tang 3: Mang (Network)
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Tang mang (network layer) nham dén viéc két ndi cdc mang v6i nhau bang cach
tim duong (routing) cho cac goi tin tir mot mang nay dén mot mang khac. N6 xéac dinh viée
chuyén hudng, vach duong cac goi tin trong mang, cac goi nay co the phai di qua nhleu
ching trudc khi dén duoc dich cudi cing. N6 ludn tim céc tuyén truyén thong khong tic
ngh&n dé dua cac goi tin dén dich.

Tang mang cung cac cac phuong tién dé truyén cac 801 tin qua mang, tham chi qua
mot mang cua mang (network of network). Boi vay no can phai dap Gng véi nhleu kiéu
mang va nhiéu kiéu dich vu cung cp bai cac ‘mang khac nhau. hai chirc nang chu yéu cta
tang mang 13 chon dudng (routing) va chuyén tiép (relaying). Tang mang 13 quan trong
nhét khi lién két hai loai mang khac nhau nhu mang Ethernet voi mang Token Ring khi d6
phai dung mét bo tim duong (quy dinh béi ting mang) dé chuyén cac géi tin tir mang nay
sang mang khac va nguoc lai.

Dbi voi mot mang chuyén mach géi (packet - switched network) - gdm tap hop cac
nut chuyen mach goi ndi voi nhau bai cac lién két dir lieu. Cac goéi dir lidu duoc truyén tir
mot hé thong mo téi mot hé théng mo khac trén mang phai duoc chuyen qua mot chudi
cac nfit. Moi niat nhan géi dit lidu tir mot duong vao (incoming link) roi chuyen tiép no téi
mot dudng ra (outgoing link) hudng dén dich cua dir liéu. Nhu vay & mdi niit trung gian
n6 phai thyc hién cic chirc ning chon dudng va chuyén tiép.

Viéc chon duong la su lya chon mdt con duong dé truyén mot don vi dir liéu (mot
g0i tin chang han) tir tram nguon tdi tram dich cua n6. Mot ki thuat chon duong phai thuc
hién hai chirc nang chinh sau day:

Quyét dinh chon duong tdi wu dua trén cac thong tin di co vé mang tai thoi diém
d6 thong qua nhitng ti€u chuan t6i vu nhat dinh.

Cap nhat cac thong tin vé mang, tirc 1a thong tin dung cho wviéc chon dudng, trén
mang ludn c6 sy thay doi thu’ong xuyén nén viéc cap nhat 1a viéc can thiét.
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Hinh 2-4: M6 hinh chuyén vin cdc géi tin trong mang chuyén mach goi

Nguoi ta ¢6 hai phuong thirc dap ng cho viéc chon duong la phuong thirc xur ly
tap trung va xu ly tai cho.

Phuong thire chon duong xur ly tép trung duge déc trung boi sy ton tai cia mot
(hodc vai) trung tam diéu khién mang, chiing thuc hién viéc 1ap ra cac bang duong di tai
tirng thoi diém cho cac nit va sau d6 giri cac bang chon dudng tdi timg nut doc theo con
duong dd duoc chon d6. Thong tin tong thé cia mang can dung cho viéc chon duong chi
can cap nhap va duoc cét giir tai trung tdm diéu khién mang.
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Phuong thitc chon dudng xtr 1y tai chd duoc dic trung béi viéc chon dudng duogc
thuc hién tai mdi nat ctia mang. Trong ting thoi diém, mdi nut phai duy tri cac théng tin
clia mang va ty xay dung bang chon dudng cho minh. Nhu vy cac thong tin téng thé cua
mang can dung cho viéc chon duong can cap nhap va dugc cét gift tai mdi nut.

‘ Thong thuong céac thong tin dugc do luong va st dung cho viéc chon dudong bao
gom:

- Trang thai ctia duong truyén.

- Thoi gian tré khi truyén trén moi dudng dan.
- Mirc d6 luu thong trén moi duong.

- C4c tai nguyén kha dung ctia mang.

Khi c6 sy thay doi trén mang (vi du thay do6i vé cau truc ciia mang do sy ¢ tai mot
vai nuat, phuc hoi ciia mgt niit mang, n61 thém mot nut maéi... hoac thay doi vé muac dg luu
thong) cac thong tin trén can dugc cap nhat vao cac co s¢ dir li¢u vé trang thai cia mang.

Hién nay khi nhu cau truyén thong da phuong tién (tich hop dir li€u van ban, dod
hoa, hinh anh, &m thanh) ngay cang phat trién doi hoi cac cong nghé truyén dan toc d6 cao
nén viéc phat trién cac hé thong chon duong téc do cao dang rat duoc quan tim.

Tang 4: Van chuyén (Transport)

Tang van chuyén cung cap cac chirc nang can thiét gitra tang mang va cac tang trén.
no6 la tang cao nhat co6 lién quan dén cac giao thirc trao doi dir liu gifra cac hé thong mo.
N6 cung céc tang dudi cung cap cho nguoi st dung cac phuc vu van chuyén.

Tang van chuyén (transport layer) la tang co so ma & do mot may tinh cua mang
chia s¢ thong tin voi mot may khac. Tang van chuyen d6ng nhat mdi tram bang mot dia
chi duy nhat va quan 1y su két ndi giita cac tram. Tang van chuyen cling chia cac goi tin
16n thanh cac goi tin nho hon trudce khi giri di. Thong thuong ting van chuyén danh sb cac
g6i tin va dam bao chiing chuyén theo dung thtr ty.

Tang van chuyén la tang cuoi cung chiu trach nhiém vé mirc 6 an toan trong truyén
di¥ liéu nén giao thuc tang van chuyén phu thudc rat nhiéu vao ban chat cia tang mang.
Nguoi ta chia giao thirc tang mang thanh cac loai sau:

- Mang loai A: Co ty suat 161 va su c,é co bao hiéu chép nl}én duoc (tic 712‘1 chat lqug
chap nhén dugc). Céc goi tin dugc gia thiét 1a khong bi mat. Tang van chuyén khong can
cung cap cac dich vu phuc hoi hodc sap xép thu tu lai.

- Mang loai B: C6 ty suat 15i chip nhan dugc nhung ty suat sy cd cd bao hi¢u lai
khong chap nhan dugc. Tang giao van phai c6 kha nang phuc hoi lai khi xay ra su co.

- Mang loai C: C6 ty suét 15i khong chap nhan dugc (khong tin cdy) hay la giao

thirc khong lién két. Tang giao van phai c6 kha nang phuc hi lai khi xay ra 151 va sip xép
lai thar tu cac goi tin.

Trén co so loai giao thiic ting mang chiing ta ¢6 5 16p giao thirc ting van chuyén
do la:

- Giao thure 16p 0 (Simple Class - 16p don gian): cung cap cac kha nang rat don gian
dé thiét 1ap lién két, truyén dir liéu va huy bo lién két trén mang "c6 lién két" loai A. N6
c6 kha nang phat hién va bao hiéu cac 16i nhung khong c6 kha nang phuc hoi.
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- Giao thirc 16p 1 (Basic Error Recovery Class - Lép phuc héi 16i co ban) dung voi
cac loai mang B, & day cac géi tin (TPDU) duoc danh sb. Ngoai ra giao thirc con c6 kha
ning bao nhén cho noi gui va truyén dir liéu khan. So véi giao thirc 16p 0 giao thirc 16p 1
c6 thém kha nang phuc hoi 16i.

- Giao thire 16p 2 (Multiplexing Class - 16p don kénh) 12 mot cai tién cta 16p 0 cho
phép doén mot sb lién két chuyen van vao mot lién két mang duy nhét, dong thoi c6 thé
kiém soat ludng dir liéu dé tranh tac nghén. Giao thire 16p 2 khong c6 kha nang phat hién
va phuc hdi 18i. Do vay no can dat trén mot tz‘ing mang loai A.

_ - Giao thte 16p 3 (Error Recovery and Multiplexing Class - 16p phuc h\éi l?)i co ban
va don kénh) 1a sy mé rong giao thire 16p 2 voi kha nang phat hién va phuc hoi 161, n6 can
dat trén mdt tang mang loai B.

- Giao thire 10p 4 (Error Detection and Recovery Class - Lop phat hién va phuc hoi
161) 1a 16p c6 hau hét cac chirc nang cua cac 16p trude va con bd sung thém mot s6 kha
nang khac dé kiém soat viéc truyen dir licu.

Tz"ing 5: Giao dich (Session)

Tang giao dich (session layer) thiét 1ap "cac giao dich" gilra cac tram trén mang, nd
dat tén nhat quan cho moi thanh phan mubn déi thoai v6i nhau va 1ap anh xa giita cac tén
v6i dia chi ciia chiing. M6t giao dich phai duoc thiét lap trude khi dir ligu duoc truyen trén
mang, ting giao dich dam bao cho cac giao dich duogc thiét 1ap va duy tri theo ding qui
dinh.

Tang giao dich con cung cip cho nguoi sir dung cac chirc ning can thiét &é quan tri
cac giao dinh ing dung cua ho, cu thé la:

- Piéu phdi viéc trao d6i dir liéu gitra cac ing dung bang cach thiét 1ap va giai phong
(mot cach 16gic) cac phién (hay con goi la cac hoi thoai - dialogues)

- Cung cap cac diém dong bo dé kiém soat viéc trao doi dir liéu.
- Ap dit cac qui tac cho cac twong tac gilta cac ing dung ctia ngudi st dung.
- Cung cap co ché "lay luot" (nim quyén) trong qua trinh trao d6i dit lidu.

Trong truong hop mang la hai chiéu luan phién thi nay sinh van d&: hai nguoi su
dung luan phién phai "lay luot" dé truyén dir liéu. Tang giao dich duy tri twong tac luan
phién bang cach bao cho mdi nguoi str dung khi dén luot ho duge truyen dir liéu. Van dé
ddng bo hoa trong tang giao dich cling duoc thue hién nhu co ché kiém tra/phuc héi, dich
vu nay cho phep nguoi st dung xac dinh cac diém dong bo hoa trong dong dir li¢u dang
chuyén van va khi can thiét c6 thé khoi phuc viéc hoi thoai bat dau tir mét trong cac diém
do

O mot thoi diém chi c6 mot nguoi su dung do quyén dic biét duge goi cac dich vu
nhat dinh cua ting giao dich, viéc phan bd cac quyén ndy théng qua trao d6i thé bai (token).
Vi du: Ai c6 dugc token s€ co6 quyén truyen dir liéu, va khi nguoi gitr token trao token cho
ngudi khac thi cling ¢6 nghia trao quyén truyén dit liéu cho ngudi do.

Tang giao dich c6 cadc ham co ban sau:

- Give Token cho phép nguoi sir dung chuyén mét token cho mot ngudi str dung
khéc ctia mot lién két giao dich.
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- Please Token cho phép mot ngudi sir dung chua c6 token c6 thé yéu cau token do.

- Give Control dung dé chuyén tit ca cac token tir mot nguoi st dung sang mot
nguo1 st dung khac.

Tang 6: Trinh bay (Presentation)

Trong giao tiép gitta cac ung dung thong qua mang v4i cing mot dit lidu c6 thé c6
nhiéu cach biéu dién khac nhau. Thong thudong dang biéu dién dung béi tng dung ngudn
va dang biéu dién dung boi img dung dich co thé khac nhau do cac tmg dung dugc chay
trén cac hé thong hoan toan khac nhau (nhu hé may Intel va hé may Motorola). Tang trinh
bay (Presentation layer) phai chiu trach nhiém chuyen doi dir liéu gui di trén mang tr mot
loai biéu dién nay sang mot loai khac. Dé dat dugc diéu do no cung cap mot dang biéu dién
chung dung dé truyén thong va cho phép chuyén doi tir dang biéu dién cuc bo sang biéu
dién chung va ngugc lai.

Tang trinh bay ciing c6 thé dugc dung ki thuat ma hoa dé xao tron cac dit lidu trudce
khi dugc truyén di va giai ma ¢ déu dén dé bao mat. Ngoai ra tang biéu dién ciing c6 thé
dung cac ki thuat nén sao cho chi can mot it byte dit liéu dé thé hién thong tin khi nd duoc
truyén & trén mang, & dau nhan, tang trinh bay bung trd lai dé duoc dit liéu ban dau.

Tang 7: Ung dung (Application)

Tang Gng dung (Application layer) 13 ting cao nhét cua mo hinh OSL, né xac dinh
giao dién gitra nguoi sir dung va moi truong OSI va giai quyet cac ky thuat ma cac chuong
trinh g dung dung dé giao tiép voi mang.

Pé cung cap phuong tién truy nhap méi trudng OSI cho cac tién trinh Gng dung,
Nguoi ta thiét 1ap cac thue thé tng dung (AE), cac thue thé mg dung s& goi dén cac phan
tur dich vu img dung (Application Service Element - viét tat 1a ASE) ctia chung. Mdi thuc
thé img dung c6 thé gom mot hodc nhiéu cac phan tir dich vu tng dung. Cac phan tir dich
vu ung dung duoc ph01 hop trong moi truong cia thuc thé tng dung thong qua cac lién két
(association) goi la dbi tugng lién két don (Single Association Object - viét tat 1a SAO)
SAO diéu khién viéc truyén thong trong sudt vong doi cia lién két d6 cho phép tuan tu
héa cac su kién dén tir cac ASE thanh t6 cua no.

2.4. Qua trinh chuyén vén goi tin

2.4.1. Qua trinh dong goi dir liéu (tai may giri)

Pong goi dir liéu 1a qua trinh dat dit liéu nhan duoc vao sau header (va trudc trailer)
trén moi 16p. Lép Physical khong dong goi dir liéu vi né khong dung header va trailer.
Vi¢c dong goi dir liéu khong nhat thiét phai xdy ra trong moi lan truyén dir li€u cua trinh
tng dung. Cac 16p 5, 6, 7 st dung header trong qua trinh khoi dong, nhung trong phan 16n

cac lan truyén thi khong c6 header ctia 16p 5, 6, 7 1y do 1a khong c6 thong tin méi dé trao
doi.
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Data | Application Application | Data
Hs Data | Presentation Presentation | Ha Data
Hp HiData | Session Session | Hp HyData
Hg Hp HyData | Transport Iransport | Hg Hp HyData
Ht Hs Hp HaData | Network Network | Hr Hs Hp HyData
HyHt Hg Hp HyData | Data link Data link | HyHy Hg Hp HyData
110011101010101 | Physical Physical | 110011101010101
' 100111010101011110100110
Tang Header Tén dir licu
Application Hg Application Header Message & Packet
Presentation  Hp Presentation Header Packet
Session  Hg Session Header Packet
Transport Hp Transport Header Datagram,Segment & Packet
Network Header Hy Network Header Datagram & Packet
Data Link Hp Data Link Header Frame & Packet
Physical Physical Bit

Hinh 2-5: Bé sung phan dau thong diép & tén dir liéu sir dung
Céc dir liéu tai may gui duoc xu ly theo trinh ty nhu sau:

- Nguoi dung thong qua 16p Application dé dua céc thong tin vao may tinh. Cac
thong tin nay c6 nhi€u dang khac nhau nhu: hinh anh, &m thanh, van ban...

- Tiép theo cac thong tin d6 duoc chuyén xudng 16p Presentation dé chuyén thanh
dang chung, roi ma hoa va nén dir li€u.

- Tiép d6 dit lidu duge chuyén xudng 16p Session dé bo sung cac thong tin vé phién
giao dich nay.

- Dit liéu tiép tuc duoc chuyén xudng 16p Transport, tai 16p nay dir liéu dugc cit ra
thanh nhiéu Segment va bd sung thém cac thong tin vé phuong thirc véan chuyén dir liéu dé
dam bao dg tin cay khi truyen

- Dit liéu tiép tuc duoc chuyén xubng 16p Network, tai 16p nay mdi Segment duoc
cat ra thanh nhiéu Packet va bo sung thém cac thong tin dinh tuyén.

- Tiép d6 dir liéu duoc chuyén xudng 16p Data Link, tai 16p nay mdi Packet s& dugc
cat ra thanh nhiéu Frame va bd sung thém cac thong tin kiém tra goéi tin (dé€ ki€ém tra & noi
nhan).

- Cudi cing, mdi Frame s& duogc ting Vat Ly chuyén thanh mot chudi cac bit, va
dugc day lén cac phuong tién truyén dan dé truyén dén cac thiét bi khac.
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2.4.2. Qua trinh truyén dir li¢u tir may giri dén may nhan.

Budce 1: Trinh Gng dung (trén may gui) tao ra dir liéu va cac chuong trinh phan
ctng, phan mém cai dit mdi 16p s& bod sung vao header va trailer (qua trinh dong goi dir
li¢u tai may gui).

Budc 2: Lép Physical (trén may giri) phat sinh tin hiéu 1én méi trudng truyén tai dé
truyen dir li€u.

Budc 3: Lop Physical (trén may nhan) nhan dir li¢u.

Budc 4: Cac chuong trinh phan ctmg, phan mém (trén may nhan) g& bo header va
trailer va xu ly phan dir li¢u (qua trinh xtr Iy dit li€u tai may nhan).

Gitra budc 1 va budce 2 1a qua trinh tim duong di ctia goéi tin. Thong thuong, may
gtri da bict dia chi IP cia may nhan. Vi thé, sau khi xac dinh dugc dia chi IP cua may nhan
thi 16p Network ctia may guri s€ so sanh dia chi [P cua may nhan va dia chi IP ctua chinh
no:

- Néu cung dia chi mang thi may guri s& tim trong bang MAC Table ctia minh dé c6
duoc dia chi MAC cua may nhan. Trong truong hop khong c6 duge dia chi MAC tuong
ung, n6 s€ thuc hién giao thirc ARP dé truy tim dia chi MAC. Sau khi tim duoc dia chi
MAC, n6 s€ luu dia chi MAC nay vao trong bang MAC Table dé 16p Datalink stir dung ¢
cac lan guri sau. Sau khi c6 dia chi MAC thi may giri s€ géi goi tin di.

- Néu khac dia chi mang thi may gui s& kiém tra xem may c6 duogc khai bao Default
Gateway hay khong.

+ Néu c6 khai bio Default Gateway thi may giri s& goi goi tin thong qua Default
Gateway.

+ Néu khong c6 khai bao Default Gateway thi may goi s& loai bé géi tin va thong
bao "Destination host Unreachable"

2.4.3. Chi tiét qua trinh xir Iy tai may nhén

Budc 1: Lop Physical kiém tra qua trinh déng bo bit va dat chudi bit nhan dugc vao
vung dém. Sau d6 thong bao cho 16p Data Link dir liéu da duoc nhan.

Budc 2: L6p Data Link kiém 138i frame bang cach kiém tra FCS trong trailer. Néu
c6 16i thi frame bj bo.

Sau do kiém’tra dia chi 16p Data Link (dia chi MAC) xem c6 trung v6i dia chi may
nhéan hay khong. Néu dung thi phan dir liéu sau khi loai header va trailer sé dugc chuyén
1én cho 16p Network.

Budc 3: Pia chi 16p Network duoc kiém tra xem c6 phai 1a dia chi may nhan hay
khong (dia chi IP) ? Néu dtng thi dir liéu dugc chuyén 1én cho 16p Transport xur ly.

Budc 4: Néu giao thire 16p Transport c6 hd tro viéc phuc héi 16i thi §6 dinh danh
phan doan duogc xur ly. Cac thong tin ACK, NAK (goéi tin ACK, NAK dung dé€ phan hoi vé
vige cac goi tin da dugc goi dén may nhén chua) cling duge xtr ly ¢ 16p nay. Sau qua trinh
phuc hoi 161 va sap thir ty cac phan doan, dit li¢u duoc dua 1€n 16p Session.

‘ Budc 5: Lop Session dam be}o mot chudi cac thong di¢p da tron ven. Sau khi céc
ludng da hoan tat, 16p Session chuyén dir 1i€u sau header 16p 5 1én cho 16p Presentation xtr
1y.
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Budc 6: Dir liéu s€ dugce 16p Presentation xur ly bang cach chuyén d6i dang thire dir
ligu. Sau do két qua chuyén 1én cho 16p Application.

Budc 7: Lép Application xtr Iy header cudi cung. Header ndy chira cac tham sé thoa
thuan gitra hai trinh tng dung. Do vay tham s6 nay thuong chi dugc trao doi ltc khdi dong
qué trinh truyén thong gitra hai trinh ing dung.

2.5. M6 hinh TCP/IP
2.5.1. Tong quan vé b giao thirc TCP/IP

TCP/IP 1a bd giao thirc cho phép két ndi cac hé théng mang khong dong nhat véi
nhau. Ngay nay, TCP/IP dugc su dung rong réi trong cac mang cuc bo cing nhu trén mang
Internet toan cau.

TCP/IP dugc xem la gidn luge cuia mo hinh tham chiéu OSI véi bon téng nhu sau:
- Tang lién két mang (Network Access Layer)

- Téng Internet (Internet Layer)

- Tang giao van (Host-to-Host Transport Layer)

- Tang ng dung (Application Layer)

Applications cennans | f Applications
[ransport EEEREY +* [CPUDP
| 4 -ty ICMP
Internetework P
T *a-'ARP.-'RARF‘
MNetwork Interface * *
anid TR Metwork Interface
Harchwars and Hardware

Hinh 2-6: Kién triic TCP/IP
Tang lién két:

Tang lién két (con dugc goi 1a tang lién ket dir liéu hay la tang giao t1ep mang) la
ting thip nhat trong m6 hinh TCP/IP, bao gom cac thiét bi giao tiép mang va
chuong trinh cung cép cac thong tin can thiét dé co thé hoat dong, truy nhap duong truyén
vat 1y qua thiét bi giao ti€p mang do.

Té‘ing Internet:

Tang Internet (con goi la té‘ng mang) xir 1y qua trinh truyén goi tin trén mang. Céc

giao thirc cua tang nay bao goém: IP (Internet Protocol), ICMP (Internet Control
Message Protocol), IGMP (Internet Group Messages Protocol).

TAng giao vin:
Tang giao van phy trach ludng dir lidu giita hai tram thuc hién cic ung dung cta

tang trén. TAng ndy co hai giao thirc chinh: TCP (Transmission Control Protocol) va UDP
(User Datagram Protocol)
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TCP cung cép mot luéng dr li€u tin cdy gitra hai tram, né st dung céc co ché nhu
chia nho cac goi tin cua tAng trén thanh cac goi tin c6 kich thude thich hop cho ting mang
bén dudi, bao nhan goi tin,dat han ché thoi gian time-out dé dam bao bén nhan biét duoc
cac g6i tin da giri di. Do tang nay dam bao tinh tin cdy, ting trén s& khong cin quan tim
dén nita.

UDP cung cap mot dich vu don gian hon cho ting Gmg 'dung. No chi gui cac goi dir
liéu tir tram nay toi tram kia ma khong dam bao cac goi tin dén duoc t6i dich. Cac co ché
dam bao dg tin cay can duoc thuc hién boi tang trén.

Téng tng dung:

Tang Ung dung la tang trén cung cia mo hinh TCP/IP bao gdm cac tién trinh va cac
Ung dung cung cap cho nguoi st dung dé truy cap mang. C6 rat nhiéu ung dung
dugc cung cap trong ting ndy, ma phd bién 1a: Telnet: sir dung trong viéc truy cap mang
tur xa, FTP (File Transfer Protocol): dich vu truyen tép, Email: dich vu thu tin dién tu,
WWW (World Wide Web).

user data
application
r 1' vy
Appl
hafg;t. user data !
TCP ‘
L 1" F
TCP I
header application data
: : ¥
+—— TCP segment —» Ir
¥ v
IP TCP — x
header | header application data l
§ 5 Etherret
*‘— IF datagmm —p. driver
L *
Ethernet IP TCP lication d Ethernet
header header he ader applicatlon data trailer
Ethertiet
« Ethernet frame .

[——— 4610 1500 bytes ——|

Hinh 2-7: Qua trinh dong/mo goi dir liéu trong TCP/IP

Ciing twong ty nhu trong mé hinh OSI, khi truyén dit liéu, qué trinh tién hanh tir
tang trén xuéng ting dudi, qua mdi ting dir liéu dugc thém vao mot thong tin diéu khién
duogc goi la phan header. Khi nhan dir liéu thi qua trinh xdy ra ngugc lai, dir liéu duge
truyen tir ting dudi 1én va qua mbi tang thi phan header twong tmg duoc lay di va khi dén
tang trén cung thi dit liéu khong con phan header nita. Hinh v& sau cho ta thay lugc dd dir
lidu qua céac tang. Trong hinh v& nay ta thay tai cac tang khac nhau dit liéu dugc mang
nhirng thuit nglr khac nhau:

- Trong tang Gmg dung dif liéu 1a cac ludng duogc goi 14 stream.
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- Trong tang giao van, don vi dit liéu ma TCP giri xudng tang dudi goi 1a TCP
segment.

- Trong ting mang, dit liéu ma IP gui toi tang dudi dugc goi 1a IP datagram.

- Trong tang lién két, dir liéu duoc truyén di goi 1a frame.

Application Layer Tee uoe
siream message
nanspmlarﬂ cnsennmmmme gl o = s i i e = el i = o
segment packet
PrReTPRRE s e e
datagram datagram
Network Access Layer
frame frame

Hinh 2-8: Cdu triic div liéu trong TCP/IP
2.5.2. So sanh TCP/IP véi OSI
M&i tang trong TCP/IP c6 thé 1a mot hay nhiéu ting cia OSI.

Bang sau chi rd méi twong quan giira cac ting trong moé hinh TCP/IP véi OSI

OSI TCP/IP
Physical Layer va Data link Layer Data link Layer
Network Layer Internet Layer
Transport Layer Transport Layer
Session Layer, Application Layer
Presentation Layer,
Application Layer

Su khéac nhau gitra TCP/IP va OSI chi la:

- Tang Gng dung trong mé hinh TCP/IP bao gdm ludn ca 3 tang trén ctia mo hinh
(O]

- Tang giao van trong md hinh TCP/IP khong phai luén dam bao d6 tin cay ciia viée
truyén tin nhu & trong tang giao van cia mo hinh OSI ma cho phép thém mot lya
chon khac 1a UDP

< Tém tit Chwong 2
Trong chuong nay, mot s6 ndi dung chinh duoc gisi thiéu:
- Sy can thiét phai c6 mo hinh truyén thong

- C4c nhu cau chuan hoéa doi véi mang
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- M6 hinh OSI va m6 hinh TCP/IP
- Qué trinh chuyén van géi tin
s Cau hoi:

- Tric nghiém:

Cau 1: Téng nao trong mo hinh OSI lam viéc vai cac tin hi€u dién
A. Ting mang B. Tang lién két dit liéu
C. Tang van chuyén D. Tang Vat Iy

Cau 2: Thur tu cac téng cua mo hinh OSI theo thir tu dudi 1€n trén la:
A. Physical-Data Link-Network-Transport-Session-Presentation-Application
B. Physical-Data Link-Network-Transport-Session-Application- Presentation
C. Physical-Network-Data Link-Transport-Session-Application- Presentation
D. Physical-Data Link-Network-Session-Transport-Presentation-Application

Cau 3: M6 hinh OSI ¢6 bao nhiéu tang?

A 4 B.5 C.6 D.7
Cau 4: Tang mang (Network Layer) 13 tang thr may trong mé hinh OSI
A.3 B.4 C.5 D.6
Cau 5: Nhiém vu nao dudi day khong phai 1a cta tang mang (Network Layer):
A. Binh dia chi logic B. Pinh tuyén
C. Pinh dia chi vat ly D. BPinh dia chi logic va Pinh tuyén
- Ty luan:

1. Trinh bay cac nguyén tic truyén thong dong tang

Giao dién téng, quan hé cac tﬁng ké nhau va dich vu

Trinh bay khéi niém dich vu va dich vu lién két, dich vu khong lién két
Vai trd va chitc ning chu yéu cac ting phién (Session Layer)

Vai tro & chirc ning ting van chuyén (Transport Layer)

Vai tro & chirc ning ting mang (Network Layer)

Vai tro & chirc ning tang lién két dir liéu (Data link Layer)

Hiéu thé nao 1a thyc thé ting vat Iy va dich vu ting vat Iy.

© o N o o bk~ LD

Giao thuc tang vat Iy khac véi giao thirc cac ting khac nhu thé nao ?
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CHUONG 3 — THIET Bl MANG
< GIOI THIEU CHUONG 3

Chuong 3 13 phan 1y thuyét va thuc hanh cac kién thirc co ban vé méi trudng truyén dan
va cac thiét bi mang pho bién.

< MUC TIEU CHUONG 3
Sau khi hoc xong phan nay, nguoi hoc c6 kha ning:
> Vé kién thuc:
- Trinh bay dugc mot s6 loai cap mang, thiét bi mang phé bién.
- Hiéu duoc cac chuan bim day cap mang va k¥ thuat bAm day cap mang xoin déi.
> Véky ning:
- Nhan biét dugc mot sd loai cap mang, thiét bi mang phf) bién.
- Thyc hién duoc k¥ thuat bam day cap mang, lép dat hé théng mang noi bg.
> Vé ning luc tw chii va trach nhiém:

- Y thirc duoc tim quan trong va y nghia thuc tién cia moi truong truyén dan va cac
thiét bi mang pho bién trong lap dat va cai dat h¢ thong mang may tinh.

- Tich cuc, cha dong va hop tac trong hoc tap. Thé hién su nhiét tinh, trach nhiém,
tac phong nhanh nhen trong cong viéc.

< PHUONG PHAP GIANG DAY VA HQC TAP CHUONG 3

- Ddi vai ngudi day: su dung phuong phap giang giang day tich cuc (dién giang, van
dap); yéu cau nguoi hoc thyc hién tra 161 cau hoi va bai tdp Chuong 3 (ca nhan hoac
nhom).

- Pbi véi ngudi hoc: cha dong doc trude gido trinh (Chuong 3) trudc budi hoc; hoan
thanh day du bai tap Chuong 3 theo ca nhan hodc nhéom va nop lai cho nguoi day
dung thoi gian quy dinh.

< PIEU KIEN THUC HIEN CHUONG 3
» Phong hoc chuyén mon hoa/nha xwong:
- Phong hoc 1y thuyét, thuc hanh duoc trang bi hé thong dén du anh sang.
- Ban ghé cho sinh vién.
- Ban ghé gi4o vién, bang, phan.
> Trang thiét bi mdy méc:
- May tinh, may chiéu
» Hoc ligu, dung cu, nguyén vt ligu:
- Gido an, bai giang.
- Day mang, kim bam mang, cac dau néi RJ45, Hub, Switch, Router
- Gido trinh ndi bd va cac tai liéu gidng day khac hd trg bai gidng
> Cic diéu Kign khdc: Khong co
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< KIEM TRA VA DANH GIA CHUONG 3
- Ni dung:
v' Kién thirc: Kiém tra va danh gia tat ca noi dung da néu trong muc tiéu kién thirc
v' K¥ ning: Panh gia tit ca ndi dung di néu trong muc tiéu ki ning.
v Nang lyc tu chu va trach nhiém: Trong qua trinh hoc tap, nguoi hoc can:
+ Nghién ctru bai trude khi dén 16p
+ Chuan bj day du tai liéu hoc tap.
+ Tham gia day du thoi lwong mén hoc.
+ Nghiém tic trong qua trinh hoc tap.
- Phwong phap:
v Piém kiém tra thuong xuyén: Khong co

v Kiém tra dinh ky: Khéng c6
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NOI DUNG CHUONG 3
3.1. Méi truwong truyén din
3.1.1. Khai niém

Trén mot mang may tinh, cac dit liéu duoc truyén trén mot moi truong truyén dan
(transmission media), n6 la phuong tién vat ly cho phép truyén tai tin hiéu gitra cac thiét
bi. C6 hai loai phwong tién truyén dan chu yéu:

- Hitu tuyén (bounded media)

- Vo tuyén (boundless media)

Thong thudng hé théng mang sir dung hai loai tin hiéu 1a: digital va analog.
3.1.2. Tin s6 truyén thong

Phuong tién truyén dan gifip truyén céc tin hiéu dién tir tr may tinh nay sang may
tinh khac. Cac tin hiéu dién tir nay biéu dién céc gia tri dit liéu theo dang céc xung nhi
phan (bat/tit). Cac tin hi¢u truyen thong gilra cac may tinh va cac thiét bi 1a cac dang song
dién tir trai dai tir tan s6 radio dén tan s6 hong ngoai.

Céc séng tan sd radio thudng dugce dung dé phat tin hiéu LAN. Céc tan sd ndy ¢
thé dugc dung véi cap xodn doi, cap dong truc hoac thong qua viée truyén phu song radio.

Séng viba (microware) thudng dung truyén thong tap trung gitta hai diém hoc gitra
cac tram madt dat va cac v€ tinh, vi du nhu mang dién thoai cellular.

Tia hong ngoai thuong dung cho cac kiéu truyén thong qua mang trén cac khoang
cach tuong d6i ngan va c6 thé phat dugc song gitra hai diém hodc tir mot diém phu song
cho nhiéu tram thu. Chiing ta c6 thé truyén tia hong ngoai va céac tan sb anh sang cao hon
thong qua cép quang.

3.1.3. Céc dic tinh ciia phwong tién truyén din

M&i phuong tién truyén dan déu c6 nhiing tinh ning dic biét thich hop voi mbi kiéu
dich vu cu thé, nhung thong thuong chiung ta quan tam dén nhiing yéu t6 sau:

- Chi phi

- Yéu cau cai dit

- B4 bao mat

- Bang thong (bandwidth): dugc xac dinh bang tong lugng thong tin co thé truyén
dan trén duong truyen tai mot thoi dlem _Bang thong la mot s6 xac dinh, bi gioi han boi
phuong tién truyén dan, ky thuét truyén dan va thiét bi mang dugc st dung. Bang thong 1a
mat trong nhiing thong s6 dung dé phan tich do hiéu qua cua dudong mang. Pon vi ctua
bang thong:

+ Bps (Bits per second-sé bit trong mot gidy): day 1a don vi co ban cia bang thong.
+ KBps (Kilobits per second): 1 KBps=103 bps=1000 Bps

+ MBps (Megabits per second): 1 MBps = 103 KBps

+ GBps (Gigabits per second): 1 GBps = 103 MBps

+ TBps (Terabits per second): 1 TBps = 103 GBPS.
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- Thong luong (Throughput): lugng thong tin thyc sy duge truyén dan trén thiét bi
tai mot thoi diém.

- Bing tang co s& (baseband): danh toan b bang thong cho mot kénh truyen bang
tang m& rong (broadband):cho phép nhiéu kénh truyén chia sé mot phuwong tién truyén din
(chia s¢ bang thong).

- Do suy giam (attenuation): do do su suy yéu di cua tin hiéu khi di chuyén trén
mot phuong tién truyén dan. Cac nha thiét k€ cap phai chi dinh cac gioi han v€ chiéu dai
day cép vi khi cap dai s€ dan dén tinh trang tin hiéu yéu di ma khong thé phuc hoi duogc.

- Nhiéu dién tir (Electromagnetic interference - EMI): bao gbm céac nhiéu dién tir
bén ngoai lam bién dang tin hi¢u trong mot phuong tién truyén dan.

- Nhiéu xuyén kénh (crosstalk): hai ddy din dat ké nhau 1am nhiéu l4n nhau.
3.1.4. Céc Kiéu truyén dan.
C6 cac kiéu truyén dan nhu sau:

- Pon cong (Simplex): Trong kiéu truyén dan nay, thiét bi phat tin hiéu va thiét bi
nhan tin hi¢u dugc phan biét rd rang, thiét bi phat chi ddm nhiém vai tro phat tin hi¢u, con
thiét bi thu chi ddm nhiém vai tro nhan tin hi€u. Truyén hinh 1a mét vi du caa kiéu truyén
dan nay.

- Ban song cong (Half-Duplex): trong kicu truyén dan nay, thiét bi c6 thé 1a thiét b
phat, vira la thiét bi ‘ghu. Nhung tai mdt :[hdi di@m tl}i chi c6 thé & mot trang thai (phat hoac
thu). B dam la thiét bi hoat dong ¢ kiéu truyén dan nay.

- Song cong (Full-Duplex): trong kiéu truyén dan nay, tai mt thoi diém, thiét bi c6
thé vira phat vira thu. Pién thoai 1a mot minh hoa cho kiéu truyén dan nay.

3.2. Puong cap truyén mang

Puong cap truyén mang la co so ha tﬁng cua mot hé théng mang, nén no rat quan
trong va anh hudng rat nhiéu dén kha nang hoat dong cia mang. Hié€n nay nguoi ta thuong
dung 3 loai day cép la cap xoan cap, cap dong truc va cap quang.

3.2.1. C4p xoin cip

Pay 14 loai cap gom hai dudng diy dan dong duoc xoan vao nhau nham lam giam
nhicu dién tur gay ra bd1 moi trudng xung quanh va gitra chung véi nhau.

Hién nay c6 hai loai cap xodn 13 cap c6 boc kim loai ( STP - Shield Twisted Pair)
va cap khong boc kim loai (UTP -Unshield Twisted Pair).

- Cap c6 boc kim loai (STP): Lop boc bén ngoai c6 tac dung chong nhiéu dién tir,
c6 loai c6 mot doi gidy xodn vao nhau va c6 loai c6 nhidu doi gidy xodn véi nhau,

- Cap khong boc kim loai (UTP): Tinh twong ty nhu STP nhung kem hon vé kha
nang chong nhiéu va suy hao vi khong cé vo boc.
STP va UTP co6 cac loai (Category - Cat) thuong dung:
’ -Loai 1 & 2 (Cat 1 & Cat 2): Thuong dung cho truyén thoai va nhitng duong truyén
toc do thap (nhé hon 4Mb/s).
- Loai 3 (Cat 3): téc d truyén dit liéu khoang 16 Mb/s , n6 1a chuan cho hau hét cac
mang dién thoai.
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- Loai 4 (Cat 4): Thich hop cho duong truyén 20Mb/s.

- Loai 5 (Cat 5): Thich hop cho dudng truyén 100Mb/s.

- Loai 6 (Cat 6): Thich hop cho duong truyén 300Mb/s.

Day 1a loai cap ré, dé cai dit tuy nhién né dé bi anh hudng ctia méi truong.
3.2.2. Cap dong truc

Cap ddng truc c6 hai dudng diy dan va chiing c¢6 cing mét truc chung, mot day din
trung tam (thuong la day dong cimg) duong day con lai tao thanh dudng 6ng bao xung
quanh day dan trung tim (day din nay c6 thé 1a day bén kim loai va vi n6 c6 chirc ning
chdng nhiéu nén con goi 1a 16p boc kim). Gitra hai day dan trén c6 mot 16p cach ly, va bén
ngoai cung 13 16p vo plastic dé bao vé cap.

Ciac loai cap = DAy xoin cip Cap dong Cap dong Cap quang
truc mong truc day
Chi tiét Bang dong, c6 | Bang dong, 2 | Bangdong,2 | Thiy tinh, 2
4 va 25 cap day, duong day, duong sQ1
day (loai 3,4, | kinh Smm kinh 10mm
5)
Logi két néi | RJ-25 hoic BNC N-series ST
50-pin telco
Chiéu dai 100m 185m 500m 1000m
doan toi da
86 ddu néi | 2 30 100 2
toi da trén 1
doan
Chay 10 DPuoc DPuoc Puoc Puoc
Mbit/s
Chay 100 Puoc Khong Khong Puoc
Mbit/s
Chéng nhiéu | Tét Tét Rét t6t Hoan toan
Bdo mdt Trung binh Trung binh Trung binh Hoan toan
Do tin cdy Tét Trung binh Tét Tét
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Lip ddt Dé dang Trung binh Kho Kho

Khic phuc | Tot D& D& Tét

loi

Qudn ly Dé dang Kho Kho Trung binh
Chi phi cho | Rét thap Thap Trung binh Cao

1 tram

L'/’ng dung tét | Hé thong DPuong Duong Duong

nhat Workgroup backbone backbone backbone dai

trong tu mang | trong ti mang
hoac cac toa
nha

Bang 3-1 Tinh néng ky thudt ciia mét sé loai cdp mang

Cap ddng truc c6 d6 suy hao it hon so véi cac loai cap dong khac (vi du nhu cap
xoan d6i) do it bj anh hudng ctia mdi truong. Cac mang cyc bo su dung cap dong truc co
thé c¢6 kich thudc trong pham vi vai ngan mét, cap dong truc duoc sir dung nhiéu trong cac
mang dang duong thang. Hai loai cap thudng duoc st dung 1a cap dong truc mong va cap
ddng truc day trong duong kinh cap ddng truc mong 1 0,25 inch, cap dong truc day 14 0,5
inch. Ca hai loai cap déu 1am viéc ¢ cung tdc do nhung cap dong truc mong c6 do hao suy
tin hiéu l6n hon

Hién nay c6 cap ddng truc sau:

- RG -58,50 ohm: dung cho mang Thin Ethernet
- RG -59,75 ohm: dung cho truyén hinh cap

- RG -62,93 ohm: dung cho mang ARCnet

Céac mang cuc bo thuong st dung cap dong truc c6 dai théng tir 2,5 - 10 Mb/s, cap
ddng truc co do suy hao it hon so véi cac loai cap d6ng khac vi nd ¢ 16p vo boc bén ngoai,
d6 dai thong thuong cia mot doan cap ndi trong mang 13 200m, thudng st dung cho dang
Bus.

3.2.3. Cap s¢i quang (Fiber - Optic Cable)

Cap soi quang bao gdbm mot diy dan trung tim (13 mot hodc mot bo soi thuy tinh
c6 thé truyén dan tin hi¢u quang) duogc boc mot 16p vo boc co tac dung phan xa cac tin
hiéu tré lai dé giam sy mat mat tin hiéu. Bén ngoai cung la 16p vo plastic dé bao vé cap.
Nhu vay cap soi quang khong truyén dan cac tin hiéu dién ma chi truyén cac tin hiéu quang
(céc tin hiéu dir liéu phai dugc chuyén doi thanh céc tin hiéu quang va khi nhan chiing s&
lai dwoc chuyén doi tro lai thanh tin hiéu dién).

Cap quang c6 duong kinh tir 8.3 - 100 micron, Do duodng kinh 161 s¢i thuy tinh c6
kich thudc rat nho nén rat kho khan cho viéc dau ndi, n6 can cong ngh¢ dac biét véi ky
thuat cao doi héi chi phi cao.
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Dai thong cua cap quang c6 thé 1én to1 hang Gbps va cho phép khoang cach di cap
kha xa do d¢ suy hao tin hi¢u trén cap rat thdp. Ngoai ra, vi cap soi quang khong dung tin
hiéu dién tir dé truyen dit liéu nén n6 hoan toan khong bi anh hudng ciia nhiéu dién tir va
tin hiéu truyén khong thé bi phét hién va thu trom boi cac thiét bi dién tir ciia ngudi khéc.

Chi trir nhuge diém khé ldp ddt va gia thanh con cao , nhin chung cap quang thich
hop cho moi mang hién nay va sau nay.

3.2.4. Cac yéu cau cho mot hé thong cap

An toan, thim my: TAt ca céc day mang phai dugc bao boc can than, cach xa cac
nguon di€n, cdc may c6 kha nang phat song dé tranh trudng hop bi nhiéu. Cac dau noi phai
dam bao chat lugng, tranh tinh trang hé thong mang bi chap chon.

’ Pung chuan: Hé :chéng cap phai thue hién dl'mg’chuén, dam bao cho kha nang nang
cap sau nay cung nhu dé dang cho viéc két n61 cac thiét bi khac nhau cta cac nha san xuat
khéc nhau. Tiéu chuan qudc té dung cho cac h¢ thong mang hién nay 1a EIA/TIA 568B.

Tiét kiém va "linh hoat" (flexible): Hé théng cap phai duogc thiét ké sao cho kinh té
nhat, dé dang trong viéc di chuyén cac tram lam viéc va c6 kha nang mo rong sau nay.

3.3. Puong truyén vo tuyén

Khi dung cac loai cap ta gap mot s6 kho khin nhu co s& cai dit ¢ dinh, khoang
cach khong xa, vi vay dé khac phuc nhiing khuyét diém trén nguoi ta dung duong truyén
v tuyén. Puong truyén vo tuyén mang lai nhimg loi ich sau:

- Cung cap nbi két tam thoi voi mang cép co san.
- Nhitng ngudi lién tuc di chuyén van ndi két vao mang dung cap.

- Lap dat duong truyén vo tuyén & nhitng noi dia hinh phtc tap khong thé di day
duoc.

- Phu hop cho nhiing noi phuc vu nhiéu két ndi cing mot luc cho nhiéu khach hang.
Vi du nhu: Dung dudng v6 tuyén cho phép khach hang ¢ san bay két vao mang dé duyét
Internet.

- Dung cho nhitng mang c6 gidi han rong 16n vuot qua kha nang cho phép cua cap
dong va cap quang.

- Dung lam két ndi du phong cho cac két ndi hé thong céap.
Tuy nhién, dudng truyén vo tuyén ciing c6 mot sd han ché:
- Tin hi¢u khong an toan.

- Dé bi nghe 1én.

- Khi c6 vat can thi tin hiéu suy yéu rat nhanh.

- Bang thong khong cao.

3.3.1. S6ng v tuyén (radio)

Séng radio ndm trong pham vi tir 10 KHz dén 1 GHz, trong mién nay ta c6 rat nhiéu
dai tan vi du nhu: song ngan, VHF (dung cho tivi va radio FM), UHF (dung cho tivi). Tai
mdi qubc gia, nha nudc s€ quan ly cap phép su dung cac bang tan dé tranh tinh trang cac
song bi nhidu. Nhung c6 mét sb biang tan duge chi dinh 1a ving ty do c6 nghia la chiing ta
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dung nhung khong can dang ky (ving nay thuong ¢6 dai tan 2,4 Ghz). Tan dung loi diém
nay cac thi€t bi Wireless cua cac hang nhu Cisco, Compex déu dung & dai tan nay. Tuy
nhién, ching ta st dung tan s6 khong cap phép sé c6 nguy co nhiéu nhiéu hon.

3.3.2. Séng viba

Truyén thong viba thuong c6 hai dang: truyén thong trén mat fiét va céc ndi két véi
vé tinh. Mién tan s6 cua viba mat dat khoang 21-23 GHz, céac két noi vé tinh khoang 11-
14 Mhz. Bang thong tir 1-10 MBps.

Sy suy yéu tin hiéu tiy thudc vao diu kién thoi tiét, cong suét va tan sé phat. Chung
de bi nghe trom nén thudng dugc ma hoa.

3.3.3. Hong ngoai

T4t ca mang vo tuyén hong ngoai déu hoat dong bang cach dung tia hong ngoai dé
truyén tai dit lidu gitra cac thiét bi. Phuong phap nay c6 thé truyén tin hiéu ¢ toc do cao do
dai thong cao cia tia hong ngoai. Thong thudng mang hong ngoai c6 thé truyén vai toe do
tir 1-10 Mbps. Mién tan sb tir 100 Ghz dén 1000 GHz. C6 bdn loai mang hong ngoai:

- Mang duong ngdm: mang ndy chi truyén khi may phéat va may thu c6 mot dudng
ngam rd rét gitra chung.

- Mang hong ngoai tan xa: k¥ thuat nay phat tia truyén doi tudng va san nha réi méi
dén may thu. Dién tich hi¢u dung bi gidi han & khoang 100 feet (35m) va c¢6 tin hi¢u cham
do hién twong doi tin hi¢u.

- Mang phan xa: & loai mang hong ngoai ndy, may thu-phat quang dat gan may tinh
s truyén to1 mot vi tri chung, tai day tia truyén dugc doi hudng dén may tinh thich hop.

- Broadband optical telepoint: loai mang cuc bg vo tuyén hong ngoai cung cip cac
dich vu dai rong. Mang vo tuyén nay c6 kha nang xu ly cac yéu cau da phuong tién chat
luong cao, von co thé trung khép véi cac yéu cau da phuong tién clia mang cap.

3.4. Cac k¥ thuit bAm ciap mang
3.4.1. K§ thuit bam diy cap mang thing

Cap thang (Straight-through cable): 1a cap dung dé ndi PC va céc thiét bi mang nhu
Hub, Switch, Router... Cap théng theo chuan 10/ 100 Base-T dung hai cap day x0an nhau
va dung chan 1, 2, 3, 6 trén dau RJ45. Cap day xoan thi nhat noi vao chan 1, 2, cap xoan
th hai ndi vao chan 3, 6. Pau kia ctia cap dya vao mau ndi vao chan cua dau RJ45 va ndi
tuong tu.

1: White Orange 1: White Orange
Z: Orange Pm:fpm FM:TM” Z: Orange

3: White Green ATATA AALA  3: white Green

4: Blue !|”|‘|H|TL |1|='=4|ss|r|a 4: Blue

5: White Blue 5: White Blue

6: Green 6: Green

7: White Brown  PC HUB  7: White Brown

8: Brown 8: Brown
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Hinh 3-1: Cdach ddu day thang.
3.4.2. K§ thuit bim day cap mang chéo
Cap chéo (Crossover cable): 1a cap dung ndi truc tiép gitta hai thlet bi gibng nhau
nhu PC —PC, Hub —Hub, Switch — Switch. Cap chéo trat ty day cling glong nhu cap thing

nhung dau day con lai phai cheo cap day xoan sir dung (vi tri thr nhat d6i voi vi tri thi 3,
vi trf tht hai di véi vi tri tha sau) .

1: White Orange 1: White Green
2: Orange mz:;u - :,“, . 2: Green

3: White Green _\ |\ /A ﬁ " 3: white Orange
4; Blue U| Il L [ |J 4: Blue

§: White Blue | 7] “HJ TR 5: White Blue

6: Green _ 6: Orange

7: White Brown PC PC 7: White Brown
8: Brown 8: Brown

Hinh 3-2: Cdch déau day chéo.

~ Cap Console: Dung dé ndi PC vao céc thiét bi mang chu yéu dung dé qéu hinh céc
thiét bi. Thong thuong khoang cach day Console ngan nén ching ta khong can chon cdp
day xodn, ma chon theo mau tir 1-8 sao cho dé nhé va dau bén kia nguoc lai tr 8-1.
ANSI (Vién tiéu chuan qudc gia Hoa ky), TIA (hiép hoi cong nghiép vién thong),
EIA (hiép hoi cong nghiép dién tir) da dua ra 2 cach x&p dat vi tri day nhu sau:

- Chuan T568-A (con goi 1a Chuan A):

1. Tring Xanh la ciy (White Green)
|/ T 2. Xanh la cay (Green)
I ’ , 3. Tring Cam (White Crange)
‘ J 4, Xanh dim (Blue)
12345678 5. Tring Xanh dam (White Blue)
6 Cam (Orange)
7. Tring Niu (White Brown)
d. Miu (Browi)

Hinh 3-3: Chuan T568-A
- Chuan T568-B (con goi 1a Chuan B):

1. Tr-fing Cam (White Orange)
p / 2. Cam (Orange)
J ‘ 3. Tring ¥anh 4 ciy (White Green)
4. Hanh d8m (Blue)
12345678 5. Tring Xanh dam (White Blue)
6. Hanh la ciy (Green)
7. Tring MNiu (White Brown)
8. IMiu (Brow)

Hinh 3-4: Chudn T568-B
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3.5. Cac thiét bi lién két mang
3.5.1. Repeater (Bd tiép sirc)

Repeater 1a loai thiét bi phan cimg don gian nhét trong cac thiét b lién két mang,
no dugc hoat dong trong tang vat 1y cia mo hinh hé thong mé OSI. Repeater dung dé nodi
2 mang gidng nhau hoic cac phin mot mang cing c6 mét nghi thirc va mot cau hinh. Khi
Repeater nhan dugc mot tin hiéu tir mot phia cia mang thi n6 s& phat tiép vao phia kia cua
mang.

Hinh 3-5: M6 hinh lién két mang ciia Repeater.
Repeater khong cé xir 1y tin hiéu ma né chi loai bo cac tin hiéu méo, nhiéu, khuéch
dai tin hi¢u da b1 suy hao (vi da dugc phat voi khodng cach xa) va khoi phuc lai tin hi¢u
ban dau. Viéc su dung Repeater da lam tang thém chiéu dai ciia mang.

Application Application
Presentation Presentation
Session Session
Transport Transport
Network Network
Datalink Datalink
Physic : ‘ Physic | Physic - Physic

Hinh 3-6: Hoat djng ciia bé tiép sirc trong mé hinh OSI

Hién nay c6 hai loai Repeater dang duogc st dung 1a Repeater di¢n va Repeater dién
quang.

Repeater dién ndi véi duong day dién & ca hai phia ctia no, no nhan tin hiéu dién tir
mot phia va phat lai vé phia kia. Khi mot mang sir dung Repeater dién dé ndi cac phan cua
mang lai thi co thé 1am tang khoang cach cuia mang, nhung khoang cach dé luén bi han
ché béi mot khoang cach tdi da do do tré cua tin hiéu. Vi du véi mang st dung cap dong
truc 50 thi khoang cach ti da 1a 2.8 km, khoang cach d6 khong thé kéo thém cho du st
dung thém Repeater.
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Repeater dién quang lién két véi mot dau cap quang va mot dau 1a cap dién, no
chuyén mot tin hi€éu dién tr cap dién ra tin hi€u quang dé phat trén cap quang va nguoc lai.
Viéc sir dung Repeater dién quang cling lam tang thém chiéu dai ciia mang.

Viée str dung Repeater khong thay déi no1 dung cac tin hién di qua nén no chi duogc
dung dé ndi hai mang c6 cung giao thirc truyén thong (nhu hai  mang Ethernet hay hai mang
Token ring) nhung khong thé ndi hai mang c6 giao thic truyén théng khac nhau (nhu mot
mang Ethernet va mot mang Token ring). Thém nita Repeater khong lam thay doi khoi
lugng chuyén van trén mang nén viéc st dung khong tinh todn no trén mang 16n s€ han
ché hiéu nang cua mang. Khi lua chon sir dung Repeater can chl v lua chon loai c6 tde do
chuyén van phu hop véi téc do cia mang.

3.5.2. Bridge (Cau noi)

Bridge 1a mot thiét bi ¢6 xir 1y dung dé ndi hai mang giong nhau hoic khac nhau,
n6 c6 thé duogc ding véi cac mang c6 cac giao thire khac nhau. Cau ndi hoat dong trén tang
lién ket dir li¢u nén khong nhu bod tlep stc phai phat lai tat ca nhitng gi n6 nhan duoc thi
cau ndi doc dugc cac goi tin cua tang lién két dir liéu trong mo hinh OSI va xir 1y chung
trudc khi quyét dinh c6 chuyén di hay khong.

Khi nhan dugc cac goi tin Bridge chon loc va chi chuyén nhiing goi tin ma no thay
can thiét. Bi€u nay lam cho Bridge tr¢ nén co6 ich khi n61 mot vai mang v&i nhau va cho
phép nd hoat dong mdt cach mém déo.

Dé thuc hién duoc diéu ndy trong Bridge & moi dau két ndi c6 mot bang cac dia chi
céc tram duoc két ndi vao phia do, khi hoat dong cau ndi xem xét mdi g061 tin n6 nhan dugc
bang cach doc dia chi cua noi guri va nhan va dya trén bang dia chi phia nhan dugc goi tin
n6 quyét dinh giri goi tin hay khong va bo xung bang dia chi.

Yy () () O O
W, | a o | : ]
Bridge
A D
B E
C F

Hinh 3-7: Hogt dong cua Bridge

Khi doc dia chi noi gui Bridge kié’m tra xem trong bang dia chi cua phén mang nhan
dugc goi tin co dia chi d6 hay khong, néu khong c6 thi Bridge tur dong b6 xung bang dia
chi (co ché d6 duoc goi 1a tu hoc cua cau noi).

Khi doc dia chi noi nhan Bridge kiém tra xem trong bang dia chi cia phdn mang
nhén dugc goi tin c6 dia chi d6 hay khong, néu c6 thi Bridge s& cho rang do la goi tin noi
bd thudc phan mang ma goi tin dén nén khong chuyen gai tin d6 di, neu ngugc lai thi
Bridge méi chuyén sang phia bén kia. O day chung ta thiy mot tram khong can thiét chuyén
thong tin trén toan mang ma chi trén phan mang c6 tram nhan ma thoi.
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Datalink Datalink | Datalink Datalink
Physic - { Physic | Physic - Physic

Hinh 3-8: Hoat dong cua Bridge trong mé hinh OSI

Pé danh gia mot Bridge nguoi ta dua ra hai khai niém : Loc va chuyén van. Qua
trinh xir 1y mdi goi tin duge goi 1a qua trinh loc trong d6 tdc d6 loc thé hién truc tiép kha
nang hoat dong cta Bridge. Toc d6 chuyén van dugc thé hién s6 goi tin/gidy trong d6 thé
hién kha ning cta Bridge chuyén cac goi tin tir mang nay sang mang khac.

Hién nay c6 hai loai Bridge dang duoc sir dung 13 Bridge van chuyén va Bridge
bién dich. Bridge van chuyén dung dé ndi hai mang cuc bd cing stir dung mét giao thirc
truyén thong cua tang lién két dit liéu, tuy nhién mdi mang c6 thé st dung loai day ndi
khac nhau. Bridge van chuyén khong c6 kha ning thay ddi cdu tric cic goi tin ma né nhan
dugc ma chi quan tim téi viéc xem xét va chuyén van goi tin d6 di.

Bridge bién dich dung dé nbi hai mang cuc bd c6 giao thirc khac nhau né c6 kha
ning chuyén mot géi tin thudc mang ndy sang goi tin thudc mang kia trude khi chuyén qua

Vi du : Bridge bién dich ndi mot mang Ethernet va mot mang Token ring. Khi d6
Cau ndi thuc hién nhu mot nit token ring trén mang Token ring va mot nat Enthernet trén
mang Ethernet. Cau ndi c6 thé chuyén mot géi tin theo chuan dang st dung trén mang
Enthernet sang chudn dang sir dung trén mang Token ring.

Tuy nhién chu y ¢ day cau nbi khong thé chia mot goi tin ra 1am nhiéu goi tin cho
nén phai han ché kich thuéc tbi da cac goi tin phit hop voi ca hai mang. Vi du nhu kich
thudc ti da ctia gbi tin trén mang Ethernet 1a 1500 bytes va trén mang Token ring 12 6000
bytes do vdy néu mot tram trén mang token ring giri mot goi tin cho tram trén mang
Ethernet vé6i kich thudc 16n hon 1500 bytes thi khi qua cau ndi s luong byte du sé& bi chat
bo.
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Hinh 3-9: Vi du vé Bridge bién dich
Nguoi ta st dung Bridge trong cac truong hop sau :

- Mé rong mang hién tai khi da dat t6i khoang cach toi da do Bridge sau khi st 1y
g0b1 tin da phat lai goi tin trén phan mang con lai nén tin hi¢u tot hon bd ti€p suc.

- Giam bt tic nghén mang khi ¢6 qua nhiéu tram bang cach sir dung Bridge, khi
do ching ta chia mang ra thanh nhiéu phan bang cac Bridge, cac goi tin trong ndi bd tung
phan mang s€ khong dugc phép qua phan mang khac.

- Pé nbi cac mang co giao thirc khac nhau.

Mot vai Bridge con c6 kha nang lya chon ddi tuong van chuyén. N6 c6 thé chi
chuyén van nhiing gdi tin cia nhirng dia chi xac dinh. Vi du : cho phép goi tin ciia may A,
B qua Bridge 1, goi tin cia may C, D qua Bridge 2.

Y F P P
. (L \f )
o T
- Ethernet
Bridgel ‘ Bridge2
IIIF_L.-'I I:.f'_-.\'
\._,/'\\\ [ //,,,_,z
\\;\,f'"-- " E“H</
| Token ring ;'
_.z"z> ‘x"""-..\_\_ _'___.-"'-/i\h.
li'h_'\llz"’ —— I:. = .:I

Hinh 3-10: Lién két mang véi 2 Bridge
Mot sb Bridge duoc ché tao thanh mot bd riéng biét, chi can ndi day va bat. Cac
Bridge khac ché tao nhu card chuyén dung caim vao may tinh, khi d6 trén may tinh s¢€ st
dung phan mém Bridge. Vi¢c két hop phan mém vdi phan cting cho phép uyén chuyén hon
trong hoat dong cua Bridge.
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3.5.3. Router (B9 tim dwong)

Router 12 mot thiét bi hoat dong trén tang mang, n6 c6 thé tim dugc duong di t6t
nhit cho cac goi tin qua nhiéu két nbi dé di tir tram giri thugc mang dau dén tram nhén
thudc mang cudi. Router c6 thé duoc sir dung trong viéc ndi nhiéu mang véi nhau va cho
phép cac gbi tin co thé di theo nhiéu duong khac nhau dé t6i dich.
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Hinh 3-11: Hoat dong cua Router.

Khac v6i Bridge hoat dong trén tang lién két dit liéu nén Bridge phai xir Iy moi goi
tin trén duong truyén thi Router c6 dia chi riéng bi€t va n6 chi tiép nhan va xir Iy cac goi
tin giri dén nd ma tho6i. Khi mgt tram mudn giri goi tin qua Router thi né phai gui goi tin
v6i dia chi truc tlep cua Router (Trong goi tin d6 phai chira cac thong tin khac vé dich dén)
va khi géi tin dén Router thi Router méi xir 1y va giri tiép.

Khi xir Iy mot goi tin Router phai tim duoc duong di cia gbi tin qua mang. Dé 1am
duoc diéu d6 Router phai tim dugc dudng di tt nhat trong mang dua trén cac thong tin nd
c6 vé mang, thong thuong trén mdi Router c6 mot bang chi dudng (Router table). Dua trén
dir liéu vé Router gan d6 va cic mang trong lién mang, Router tinh dugc bang chi duong
(Router table) t8i wu dyua trén mot thuat toan xéac dinh trude.

Nguoi ta phan chia Router thanh hai loai 1a Router c6 phu thudc giao thuc (The
protocol dependent routers) va Router khong phu thudc vao giao thirc (The protocol
independent router) dwa vao phuong thirc xir 1y cac goi tin khi qua Router.

Router c6 phu thudc giao thirc: Chi thyc hién viéc tim duong va truyén géi tin tir
mang nay sang mang khac chtr khong chuyén déi phuong cach dong gbi cua goi tin cho
nén c4 hai mang phai dung chung mot giao thirc truyén thong.
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Router khong phu thudc vao giao thirc: c6 thé lién két cac mang ding giao thirc
truyén thong khac nhau va co thé chuyén doi goi tin cia giao thirc nay sang gbi tin cia
giao thure kia, Router ciing chip nhén kich thudc cac goi tin khac nhau (Router c6 thé chia
nho mot géi tin 16n thanh nhiéu géi tin nho trudc truyén trén mang).

Application Application
Presentation Presentation
Session Session
Transport Transport
Network Network | Network Network
Datalink Datalink | Datalink Datalink
Physic | Physic Physic | —— Physic

Hinh 3-3: Hoat dong cua Router trong mé hinh OSI

bé ngan chan viéc mat mat s liéu Router con nhan biét dugc dudng nao céd thé
chuyén van va ngirng chuyén van khi duong bi tac.

Céc 1y do str dung Router :

- Router co cac phﬁn mém loc uu viét hon 1a Bridge do cac goi tin mudn di qua
Router can phai guri truc tlep dén no6 nén giam duoc s6 lwong goi tin qua nod. Router thuong
dugc str dung trong khi n6i cac mang thong qua cac duong day thué bao dit tién do nod
khong truyén du 1én dudng truyén.

- Router c6 thé dung trong mot lién mang c6 nhiéu ving, mdi ving ¢ giao thirc
riéng biét.

- Router ¢6 thé xac dinh dugc dudng di an toan va tét nhat trong mang nén do an
toan cua thong tin dugc dam bao hon.

- Trong mdt mang phirc hop khi cac géi tin luan chuyén cac dudng co6 thé giy nén
tinh trang tac nghén ctia mang thi cac Router c¢6 thé duoc cai dit cac phuong thirc nham
tranh duoc tic nghén.
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Hinh 3-4: Vi du vé bang chi dwong (Routing table) ciia Router.

Céc phuong thirc hoat dong cua Router

- P6 1a phuong thitc ma mot Router c6 thé ndi véi cac Router khac dé qua dé chia
s¢ thong tin v& mang hién co. Cac chuong trinh chay trén Router luon xay dung bang chi
duong qua vi¢e trao doi cac thong tin véi cac Router khac.

- Phuong thirc véc to khoang cach : mdi Router ludn ludn truyén di thong tin vé
bang chi duong cua minh trén mang, thong qua dé cdc Router khac sé cap nhat 1én bang
chi duong ctia minh.

- Phuong thirc trang thai tinh : Router chi truyén cac thong bao khi ¢ phat hién co
su thay doi trong mang va chi khi dé cac Router khac cap nhat lai bang chi duong, thong
tin truyén di khi d6 thuong 1a thong tin vé dudng truyeén.

Mot s giao thuc hoat dong chinh ctia Router

- RIP (Routing Information Protocol) duoc phat trién boi Xerox Network system va
st dung SPX/IPX va TCP/IP. RIP hoat dong theo phuong thirc véc to khoang céach.

- NLSP (Netware Link Service Protocol) dugc phat trién boi Novell ~dung dé thay
thé RIP hoat dong theo phuong thire vecto khoang cach, moéi Router dugce biét cau trac cla
mang va viéc truyén cac bang chi duong giam di..

- OSPF (Open Shortest Path First) 1a mot phan ciia TCP/IP véi phurong thirc trang
thai tinh, trong do6 c6 xét to1 vu tién, gia duong truyén, mat do truyén thong...

- OSPF-IS (Open System Interconnection Intermediate System to Intermediate
System) la mét phan cua TCP/IP v6i phuong thirc trang thai tinh, trong d6 cé xét téi uu
tién, gia duong truyén, mat do truyén thong...

3.5.4. Gateway (cong noi)

Gateway dung dé két ndi cac mang khong thuan nhat chang han nhu cac mang cuc
bd va cdc mang may tinh 16n (Mainframe), do cdc mang hoan toan khong thuan nhat nén
vi€c chuyén doéi thyc hién trén ca 7 tang cua hé thong mdé OSI. Thuong dugce st dung noi
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cac mang LAN vao may tinh 10n. Gateway c6 cac giao thirc xac dinh trudc thuong 1a nhiéu
giao thirc, mgt Gateway da giao thic thuong dugc ché tao nhu cac Card c6 chira cac bo xur

1y riéng va cai dat trén cac may tinh hodc thiét bi chuyén biét.

Application Application Application Application
Presentation Presentation | Presentation Presentation
Session Sersion Session Session
Transport Transport Transport Transport
Network Network Network Network
Datalink Datalink Datalink Datalink
Physic Physic Physic Physic

Hinh 3-5: Hoat dong cua Gateway trong moé hinh OSI

Hoat dong cua Gateway thong thuong phure tap hon la Router nén thong suat cia
n6 thuong chdm hon va thuong khong dung néi mang LAN -LAN.

3.5.5. Hub (B§ tap trung)

Hub thuong dugc dung dé ndi mang, théng qua nhitng dau cdm cta nd ngudi ta lién
két voi cadc may tinh dudi dang hinh sao.

Nguoi ta phan bi¢t cac Hub thanh 3 loai nhu sau sau:

- Hub b1 dong (Passive Hub): Hub b1 dong khong chira céc linh kién dién tir va cling
khong xtr 1y cac tin hiéu di liéu, nd c6 chirc ning duy nhét 13 t6 hop cac tin hiéu tir mot sd
doan cap mang. Khoang cach gitta mot may tinh va Hub khong thé 16n hon mét nira khoang
cach tdi da cho phép gitta 2 méy tinh trén mang (vi du khoang cach tbi da cho phép giira 2
may tinh ctia mang 14 200m thi khoang cach tdi da giita mot may tinh va hub 1a 100m).
Céac mang ARCnet thuong dung Hub bi dong.

- Hub chu dong (Active Hub): Hub chu dong c6 cac linh kién dién tir c6 thé khuyéch
dai va xtr Iy cac tin hiéu dién tir truyén giita cac thiét bi cua mang. Qua trinh xu ly tin hi¢u
dugc got 1a tai sinh tin hi€u, n6 lam cho tin hi¢u tr¢ nén tdt hon, it nhay cam véi 16i do vay
khoang céch gitta cac thiét bi c6 thé ting 1én. Tuy nhién nhitng wu diém d6 ciing kéo theo
gia thanh ctia Hub chu dong cao hon nhiéu so véi Hub bi dong. Cac mang Token ring c6
xu hudng dung Hub chu dong.

- Hub thong minh (Intelligent Hub): ciing 1a Hub chi dong nhung c6 thém céac chirc
ning méi so véi loai trudce, nd co thé co bd vi xir Iy cia minh va bé nhé ma qua dé né
khong chi cho phép diéu khién hoat dong thong qua cac chuong trinh quan tri mang ma no6
c6 thé hoat dong nhu bo tim duong hay mot cau noi. N6 ¢o thé cho phép tim dudng cho
goi tin rat nhanh trén cc cong cua nd, thay vi phat lai goi tin trén moi cong thi no co thé
chuyén mach dé phat trén mot cong c6 thé ndi toi tram dich.
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3.5.6. Bd chuyén mach (switch)

Chtrc ning chinh cua switch 1a cing mét lic duy tri nhiu cau ndi giita cac thiét b
mang bang cach dua vao mot loai dudong truyén xuong song (backbone) ndi tai toc do cao.
Switch c6 nhiéu cong, moi cong cd thé ho trg toan by Ethernet LAN hoac Token Ring.

Bo chuyén mach két ndi mot s6 LAN riéng biét va cung cap kha ning loc géi dir
li¢u gitra chung.

Switch 1a thiét bi gidng nhu bridge nhung nhiéu port hon cho phép ghep nbi nhiéu
doan mang vo1 nhau. Switch cting dya vao bang dia chi MAC dé quyét dinh géi tin nao di
ra port ndo nham tranh tinh trang giam bang théng khi sé may tram trong mang ting 1én.

Switch ciing hoat dong tai 16p hai trong mé hinh OSI. Viéc xir Iy géi tin dwa trén phan
cung (chip).

Khi mdt goi tin di dén Switch (hoac Bridge), Switch (hodc Bridge) s€ thyc hién nhu
Sau.

- Kiém tra dia chi ngudn cua goi tin dé co trong bang MAC chua, néu chua c6 thi
no6 s€ thém dia chi MAC nay va port ngudn (noi goi tin di vao Switch (hoac Bridge)) vao
trong bang MAC.

- Kiém tra dia chi dich cua géi tin di c6 trong bang MAC chua:
+ Néu chua c6 thi n6 s& goi goi tin ra tit ca cac port (ngoai trir port goi tin di vao).
+ Néu dia chi dich di c6 trong bang MAC:
+ Néu port dich tring véi port ngudn thi Switch (hoic Bridge) sé& loai bo goi tin.
+ Néu port dich khac véi port ngudn thi goi tin s& duoc goi ra port dich twong tng.
Chu y:
- Pia chi ngudn va dia chi dich dugc néi ¢ trén déu 1a dia chi MAC.
- Port ngudn 1 Port ma goi tin di vao.
- Port dich 1a Port ma goi tin di ra.
< Tém tit Chuwong 3
Trong chuong nay, mot s6 ndi dung chinh dwoc gidi thiéu:
- Mbi trudng truyén dan
- Cac k¥ thuat bam cap mang
- Cac thiét bi lién két mang
+ Cau hoi:
- Trac nghiém:
Cau 1: Bé két nbi hai HUB véi nhau ta str dung kiéu bam cap
A. Thang (straight-through) B. Chéo (cross-over)
C. Console D. Tat ca déu ding
Cau 2: Pau 1a chuan T568A ciia day cap xoan doi
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A. Trang xanh 1a-Xanh 1a-Trang cam-Cam-Trang xanh duong- Xanh duong-Tring
nau-Nau

B. Tring xanh 14-Xanh 14-Tring cam-Xanh dwong-Tring xanh duong-Cam-Tring
nau-Nau

C. Tring cam-Xanh 14-Tring xanh l4-Xanh duong-Trang xanh duong-Cam-Tring
nau-Nau

D. Trang xanh 14-Cam-Trang cam-Xanh duong-Tring xanh duong- Xanh 14-Trang
nau-Nau

Cau 3: Cap ddng truc dugc sir dung véi dau ndi 1a:
A.RJ11 B. BNC
C.RJ45 D.SC

Cau 4: Mbi trudng truyén tin thong thudng trong mang may tinh 1a?
A. Céc loai cap nhu: cap xoan doi, cap dong truc, cap quang
B. Song dién tur
C. Song hong ngoai
D. Tt ca moi trudng néu trén

Cau 5: Ky thuat dung dé ndi két nhiéu may tinh v6i nhau trong pham vi mot vin

phong goi la
A. LAN B. MAN
C. WAN D. Internet
Cau 6: Dé nbi Router va may tinh ta phai bAm cap kiéu nao?
A. Thing B. Chéo
C. Kiéu nao ciing duoc D. Tat ca déu sai
- Ty luan:

1. Trinh bay cac loai cap truyén mang

2. Trinh bay k¥ thuat bAm day cap mang thang
3. Trinh bay k¥ thuat bdm diy cap mang chéo
4. Trinh bay céc thiét b lién két mang

5. Phan biét Hub va Switch
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CHUONG 4 — PIA CHI IP
< GIOI THIEU CHUONG 4
Chuong 4 12 phan 1y thuyét va thuc hanh cac kién thire co ban vé dia chi IP.

< MUC TIEU CHUONG 3

Sau khi hoc xong phan nay, nguoi hoc c6 kha ning:
> Vé kién thiec:
- Trinh bay dugc khai niém, cAu trac cua dia chi IP.
- Hiéu duoc cac budc thuc hién xem va cai dit dia chi IP cho may tinh.
> Vé Ky ning:
- Nhan biét duoc cac 16p dia chi IP.
- Thyc hién dugc cac budc thuc hién xem va cai dat dia chi IP cho may tinh.
> Vé ning luc tw chii va trach nhiém:

- Y thtc duoc tam quan trong va y nghia thuc tién cia dia chi IP trong cai dit hé
thong mang may tinh.

- Tich cyc, chu dong va hop tac trong hoc tap. Thé hién sy nhiét tinh, trach nhiém,
tac phong nhanh nhen trong cong viéc.

< PHUONG PHAP GIANG DAY VA HQC TAP CHUONG 4

- Ddi véi ngl‘r(‘yi day: sir dung phuong phap giang giang day tich cuc (dién giang, van
dap); yéu cau nguoi hoc thyc hién tra 161 cau hoi va bai tdp Chuong 4 (ca nhan hoac
nhom).

- Doi v6i nguoi hoc: chi dong doc trude gido trinh (Chuong 4) trude budi hoc; hoan
thanh day du bai tap Chuong 4 theo ca nhan hoac nhéom va ndp lai cho nguoi day
dung thoi gian quy dinh.

< PIEU KIEN THUC HIEN CHUONG 4
» Phong hoc chuyén moén hoa/nha xwong:
- Phong hoc 1y thuyét, thuc hanh duoc trang bi hé thong dén du anh sang.
- Ban ghé cho sinh vién.
- Ban ghé gido vién, bang, phan.
> Trang thiét bi mdy méc:
- May tinh, may chiéu
» Hoc ligu, dung cu, nguyén vt ligu:
- Gido an, bai giang.
- Gido trinh ndi bd va cac tai liéu giang day khac hd trg bai gidng
> Cic diéu Kign khdc: Khong co
< KIEM TRA VA PANH GIA CHUONG 4

- Noi dung:
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v' Kién thirc: Kiém tra va danh gia tat ca noi dung da néu trong muc tiéu kién thirc
v' K¥ ning: Panh gia tit ca ndi dung di néu trong muc tiéu ki ning.
v Nang luc tu chu va trach nhiém: Trong qua trinh hoc tap, ngudi hoc can:
+ Nghién ctru bai trude khi dén 16p
+ Chuén bj day du tai liéu hoc tap.
+ Tham gia day du thoi lwong mén hoc.
+ Nghiém tic trong qua trinh hoc tap.
- Phuwong phap:
v Piém kiém tra thuong xuyén: Khong co
v' Kiém tra dinh ky: Khong c6
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NOI DUNG CHUONG 4
4.1. Dia chi IP
4.1.1. Khai niém

Dja chi IP (IP 1a viét tit cua tir tiéng Anh: Internet Protocol) 1a mét dia chi don nhét
ma nhitng thiét bi dién tir hi¢én nay dang st dung dé nhan dién va lién lac v61 nhau
trén mang may tinh bang cach sir dung giao thurc Internet.

Bit ky thiét bi mang nao bao gébm bé dinh tuyén, bd chuyén mach mang, may vi
tinh, may chu ha tang, may in, may fax qua Internet, va vai loai dién thoai tham gia vao
mang déu c6 dia chi riéng, va dia chi nay 1a don nhat trong pham vi cia mot mang cu thé.
Vai dia chi IP c6 gia trj don nhét trong pham vi Internet toan cau, trong khi mot sé khac
chi cin phai don nhat trong pham vi mot cong ty.

Pia chi IP do T6 chirc cap phat sc*)’hiéu Internet (IANA) quan ly va tao ra. IANA
ndi chung phan chia nhiing "siéu khoi" dén Co quan Internet khu vuc, roi tir d6 lai phan
chia thanh nhirng kho61i nhé hon dén nha cung cap dich vu Internet va cong ty.

4.1.2. Céu tric ciia cac dia chi IP

So dd dia chi hoa dé dinh danh cac tram (host) trong lién mang duogc goi 14 dia chi
IP 32 bits (32 bit IP address). Mdi giao dién trong 1 may c6 hd tro giao thirc IP déu phai
dugc gan 1 dia chi IP (mo6t may tinh co thé gan v6i nhiéu mang do vay c6 thé c6 nhiéu dia
chi IP). Pia chi IP gdm 2 phan: dia chi mang (netid) va dia chi may (hostid). Mdi dia chi
IP c6 d6 dai 32 bits dugc tach thanh 4 ving (mdi ving 1 byte), c6 thé biéu thi duéi dang
thap phan, bat phan, thap luc phan hay nhi phan. Cach viét pho bién nhét 1 dung ky phap
thap phan c6 dau chim (dotted decimal notation) dé tach cac ving. Muc dich cta dia chi
IP 1a dé dinh danh duy nhat cho mot may tinh bat ky trén lién mang.

Do t6 chirc va do 16n ciia cic mang con (subnet) ciia lién mang c6 thé khac nhau,
nguoi ta chia cac dia chi IP thanh 5 16p, ky hiéu la A, B, C, D va E. Trong 16p A, B, C
chira dia chi c6 thé gan dugc. Lép D danh riéng cho 16p ki thuat multicasting. Lop E dugc
danh nhiing ing dung trong tuong lai.

Netid trong dia chi mang dung dé nhan dang timg mang riéng biét. Cac mang lién
két phai co dia chi mang (netid) riéng cho mdi mang. O ddy cac bit dau tién cua byte dau
tién duoc dung dé dinh danh 16p dia chi (0 - 16p A, 10 - 16p B, 110 - 16p C, 1110 - 1ép D
va 11110 - 16p E).

O day ta xét cau tric cua cac 16p dia chi co thé gan dugc 14 16p A, 16p B, 16p C.
Mang 16p A: dia chi mang (netid) 1a 1 Byte va dia chi host (hostid) 1a 3 byte.
Mang 16p B: dia chi mang (netid) 1a 2 Byte va dia chi host (hostid) 1a 2 byte.
Mang 16p C: dia chi mang (netid) 1a 3 Byte va dia chi host (hostid) 1a 1 byte.

Lop A cho phép dinh danh té1 126 mang, voi tdi da 16 triéu host trén mdi mang.
L&p nay dugce dung cho cac mang ¢ so tram cuc 16n.

L6p B cho phép dinh danh téi 16384 mang, véi t6i da 65534 host trén mdi mang.

Lé&p C cho phép dinh danh téi 2 triéu mang, voi t6i da 254 host trén mdi mang. Lop
nay duogc dung cho cadc mang co it tram.
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Metid Hastid

Piachilép A OXXXXxxXX AXAAAALEY EMAAMMNY XEXXXXXX
PiachilépB 10xxxxxx ENNNEYEY | MNXXEYENY MNYXYXENXX
PiachilspC 110xxxxxy XEXEAAAY EEAXNANY | XAXXEAXXX

Hinh 4-1: Cdu triic cdc I16p dia chi IP

Mot s dia chi co tinh chat dac biét: Mot dia chi ¢6 hostid = 0 dugc dung dé hudng
t61 mang dinh danh boi vung netid. Ngugce lai, mot dia chi ¢6 vung hostid gom toan so6 1
dugc dung dé huéng t6i tat ca cac host ndi vao mang netid, va néu ving netid ciing gdbm
toan s 1 thi nd hudng t&i tat ca cac host trong lién mang

00001010 | 00001010 | COOOI010 | Q0001010 | =10.0.0.0 { Ivp A)
T ' netid = 10

10000000 | 00000011 | 0ocoooi0 | ooocool ] | =128.3.2.3 (lép B)
petid =128.3

hostid = 2.3

11000000 | 00000000 (00000001 (17711111 =192.0.1.255 (lap C)
netid = 192.0.1
hostid = 255 -= hvo'ng
tditdi't cad cac host

Hinh 4-2: Vi du cdu tric cdc l6p dia chi IP

Can luu y rang céac dia chi IP duoc dung dé dinh danh cic host va mang & ting mang
cua mo hinh OSI, va ching khong phai 1a cac dia chi vat 1y (hay dia chi MAC) cua cac
tram trén d6 mot mang cuc bd (Ethernet, Token Ring.).

Trong nhiéu truong hop, mot mang co6 thé duoc chia thanh nhiéu mang con (subnet),
lac d6 o thé dua thém cac ving subnetid dé dinh danh cic mang con. Ving subnetid duoc
lay tir ving hostid, cu thé dbi véi 16p A, B, C nhu vi du sau:

Bit: n] T 4 15 1o 23 24 27 31
| Netid | Subnetid | hostid | (Lap A)
Netid | Subnetid | hostid | (LépB)
| MNetid I Subnetid | hostid i (LépC)

Hinh 4-3: Vi du dia chi khi b6 sung viing subnetid

Don vi dit liu dung trong IP dugc goi 1a goi tin (datagram), cé khuon dang
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Bit i) 34 75 15 16 Ll

VER | IHL | Typeofservics Total Length
Identification Flags Fragment offset
Time io live | Protocol Heder Checksum

Sourceaddress
Destintion Address
Option + Padding
Data

Hinh 4-4: Dang thirc cua goi tin IP

Y nghia cuia thong sd nhu sau:

- VER (4 bits): chi version hiéﬂn hanh cua giao ,thl'l’C IP hién duoc cai dat, Viéc’ co
chi s0 version cho phép co6 cac trao doi gitra cac h¢ thong sir dung version cii va hé thong
st dung version moi.

- THL (4 bits): chi do dai phan dau (Internet header Length) ciia géi tin datagram,
tinh theo don vi tur (32 bits). Truong nay bat budt phai co vi phan dau IP c6 theé c6 do dai
thay doi tuy y. B§ dai toi thiéu 1a 5 tir (20 bytes), do dai toi da 1a 15 tir hay 1a 60 bytes.

- Type of service (8 bits): dic ta cac tham s6 vé dich vu nham thong bao cho mang
bié;t dich vu nao ma goi tin mudn dugc st glung, chang han wu tién, thoi han cham tré, nang
suat truyén va do tin cay. Hinh sau cho bi€t y nghi cta truong 8 bits nay.

0 1 2 3 4 5 6 7
Precedence ‘ D ‘ T ‘ R ‘ Reserved

- Precedence (3 bit): chi thi vé quyén uu tién giri datagram, nd ¢ gia tri tir 0 (g6i
tin binh thudng) dén 7 (gdi tin kiém soat mang).

- D (Delay) (1 bit): chi d tré yéu cau trong d6

+D =0 goi tin c6 @0 tré binh thuong

+D =1 gbi tin d6 tré thap

- T (Throughput) (1 bit): chi d¢ théng luong yéu cau sir dung dé truyén goi tin véi
Iira chon truyén trén dudng thong suat thip hay duong thong suat cao.

+ T = 0 thong lugng binh thuong va

+ T =1 thong luong cao

- R (Reliability) (1 bit): chi do tin cdy yéu cau

+ R =0 d¢ tin cay binh thuong

+ R =1 d9 tin cay cao

- Total Length (16 bits): chi d§ dai toan bg goi tin, ké ca phén dau tinh theo don vi
byte véi chiéu dai toi da 1a 65535 bytes. Hi¢n nay gidi han trén 1a rat 16n nhung trong
tuong lai vo1 nhitng mang Gigabit thi cdc goi tin c6 kich thudce 16n 1a can thiét.

- Identification (16 bits): cung voi cac tham s6 khac (nhu Source Address va
Destination Address) tham s6 nay dung dé¢ dinh danh duy nhat cho mét datagram trong
khoang thoi gian n6 van con trén 1ién mang.

- Flags (3 bits): lién quan dén su phén doan (fragment) cac datagram, Cac goi tin
khi di trén dudng di c6 the bi phan thanh nhiéu goéi tin nho, trong trudng hop bi phan doan
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thi truong Flags dugc dung diéu khién phan doan va tai lip ghép bo dit liéu. Tuy theo gia
tri ctia Flags s& c6 y nghia 13 goi tin s& khong phan doan, c6 thé phan doan hay 1a goi tin
phan doan cudi cing. Trudng Fragment Offset cho biét vi tri dit liéu thudc phan doan twong
g v6i doan bat dau cua goi dit liéu goc. Y nghia cu thé cua truong Flags 1a:

0 1 2
O | DF | MF

+ bit 0: reserved - chua sir dung, ludn ly gié tri 0.
+ bit 1: (DF) = 0 (May Fragment) = 1 (Don't Fragment)
+ bit 2: (MF) = 0 (Last Fragment) = 1 (More Fragments)

- Fragment Offset (13 bits): chi vi tri cua doan (fragment) ¢ trong datagram tinh
theo don vi 8 bytes, c6 nghia la phan dit liéu mdi got tin (trir goi tin cudi cung) phai chira
mot ving dit lidu c6 do dai 1 boi s6 cia 8 bytes. Dicu nay c6 ¥ nghia 1 phai nhan gia tri
ctia Fragment offset voi 8 dé tinh ra d6 1éch byte.

- Time to Live (8 bits): qui dinh thoi gian ton tai (tinh bang gidy) cta goi tin trong
mang dé tranh tinh trang mot géi tin bi quan trén mang. Thoi gian nay dugc cho boi tram
gui va dugc giam di (thuong qui wéce 1a 1 don vi) khi datagram di qua moi router cua lién
mang. Thoi luong nay giam xudng tai mdi router v&i muc dich gii han thoi gian ton tai
clia cac goi tin va két thiic nhitng 1an 13p lai vo han trén mang. Sau day 14 1 sé diéu can luu
y vé truong Time To Live:

+ Nut trung gian ciia mang khong duogc géi 1 goi tin ma truong nay co gia tri= 0.

+ Mot giao thic co thé 4n dinh Time To Live dé thuc hién cudc ra tim tai nguyén
trén mang trong pham vi mé rong.

+ Mot gia tri c¢d dinh ti thiéu phai da 16n cho mang hoat dong tot.

- Protocol (8 bits): chi giao thirc tang trén ké tiép s& nhan viung dir liéu ¢ tram dich
(hién tai thuong la TCP hodc UDP duoc cai dat trén IP). Vi du: TCP c6 gié tri truong
Protocol 1a 6, UDP c6 gié tri truong Protocol 1a 17

- Header Checksum (16 bits): M3 kiém soat 16i ctia header goi tin IP.
- Source Address (32 bits): Dia chi cia may ngudn.
- Destination Address (32 bits): dia chi cia may dich

- Options (d6 dai thay doi): khai bao cac lya chon do ngudi giri yéu cau (tuy theo
tung chuong trinh).

- Padding (d6 dai thay d6i): Ving dém, duoc dung dé dam bao cho phan header
ludn két thuc & mot mde 32 bits.

- Data (d0 dai thay d6i): Trén mot mang cuc b nhu vdy, hai tram chi c¢6 thé lién lac
v6i nhau néu chung biét dja chi vat 1y cia nhau. Nhu vy van dé dat ra 13 phai thyc hién
anh xa gitra dia chi IP (32 bits) va dia chi vat 1y (48 bits) cia mot tram.

4.1.3. Phan loai IP

Tinh dén nay c6 4 loai hinh IP théng dung nhét 1a IP Private, IP Public, IP tinh va IP
dong. Moi loai IP c6 thé 1a dia chi IPv4 hoic dia chi IPv6.
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IP Private

IP private con dugc goi 1a IP ndi bo. Pay la day cac IP chi dugc sur dung cho nhirng
may tinh thudc mot mang ndi bé nhu mang nha trudng, cong ty, to chirc. .. IP Private hd
trg cac mdy tinh trong hé théng két nbi véi nhau. Chung sé khong két ndi tryc tiép véi cac
may tinh bén ngoai hé théng. IP Private duoc thiét 1ap thu cong hodc do router thiét lap tu
dong.

. 192.168.1.25
192.168.1.20 | Pri IP add

. PublchP address rivate IP address
Private IP address 3153 25

192.168.1.1 ' !

Pl —
Private IP address LD_J

Prwate IP address

AESh 192.168.1.24
192.168.1.21

Private IP address

Private IP address iluJ Private IP address
192.168.1.22 1 192.168.1.2:

192.168.1.23

—_—

Hinh 4-5: IP Private la dia chi su dung cho mang lwdi may tinh noi bo
IP Public

IP Public la dia chi IP cong dong. Pay la IP sir dung trong mang gia dinh hodc
doanh nghiép dé két n6i Internet. Dia chi IP Public 1a yéu to thiét yéu véi bat ky phan cting
mang c6 thé truy cap cong khai nao. Vi du nhu router gia dinh hoic cic server. Cac thong
s6 cta IP Public can duoc ghi nhd chinh xac. Dic biét khi thué may chu dé thiét 1ap két
nbi chinh x4c cho website ctia minh.
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Households and Enterprises

Private NetWork

X 192168, XX

192.168. xx 192.168. x.x

Private IP Address

4 o\ / v

Public NetWork

Router

Internet

Global IP Address

Hinh 4-6: IP Public thuong dwoc su dung trong mang ludi gia dinh hodc doanh

IP tinh (Static IP)

nghiép

IP tinh 1a dia chi dugc dinh cu hinh thu cong cho thiét bi. IP nay dugc goi “tinh”
do no6 khong hé thay doi khac véi DHCP thay d61 moi khi mat va két noi lai.

7

',*E Wireless Network Connection Properties

~

&

Networking | Sharing |

-
Internet Protocol Version 4 (TCP/IPv4) Properties

Connect using:
¥ 300Mbps Wireless USB Adapter

This connection uses the following items:

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(7) Obtain an IP address automatically

9% Client for Microsoft Networks

=1 305 Packet Scheduler

.@ File and Printer Sharing for Microsoft Networks

4. Intemet Protocol Version 6 (TCP/IPvE)

-4 |ntemet Protocol Version 4 (TCP/IPv4)

4. Link-Layer Topology Discovery Mapper 1/0 Driver
& Link-Layer Topology Discovery Responder

KKK

b=l B
Install Uninstall

Properties
Description

Transmission Control Protocol/Intemet Protocol. The defautt
wide area network protocol that provides communication
across diverse interconnected networks.

@) Use the following IP address:

IP address: 192 .168 . 1

Subnet mask: 255 . 255 .255. 0

Default gateway: 192.168. 1 . 1
Obtain DNS server address automatically

(@ Use the following DNS server addresses:

Preferred DNS server: 8.8 .8.8

Alternate DNS server: 8 .8 .4 .4

[T validate settings upon exit

OK Lal

o o)

\,

Hinh 4-3: Bia chi IP tinh dwoc c6 dinh va khéng thé thay doi

Dia chi IP tinh giup két ndi Internet nhanh chong khong can doi cip phat IP. IP
tinh con gitp tang toc do tai website, download file torrent. IP tinh gitt duong truyén o6n
dinh v&i may tinh nam trong h¢ thong mang noi bo.
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Bat 1oi 16n cta IP tinh chinh 14 cau hinh thu cong. Moi thiét bi déu yéu cau thiét 1ap
dia chi IP tinh va cau hinh dang router dé giao ti€p vdi thiét bi d6. Piéu nay gay mat rat
nhicu thoi gian khi thiét 1ap.

IP dong (Dynamic IP)

IP dong 1a IP dugc gan ty dong cho tung két ndi hodc node cua mang. Vi du phu
dién thoai thong minh, may tinh,...... IP dong hoat dong nguoc lai so voi IP tinh bang

cach str dung phuong thire DHCP. Vi€c gan dia chi IP tu dong nay duoc thuc hién bang
giao thirc DHCP va ludn dugc thay d6i mdi khi ngit va két ndi lai.

DHCP Clientl Router DHCP Server

Hinh 4-7: IP djng c6 thé dwoc tiry chinh béi mdy chit DHCP
1P dong mang nhiéu vu diém nhu: tinh linh hoat, dé cai dat va dé quan ly. Sé luong
thiét bi két noi s€ it bi gidi han véi I[P dong. Nhiing thiét bi khong can thiét s€ ngat két ndi
va giai phong IP cho cac thi€t bi méi stir dung.

Dynamic Host
Configuration Protocol

IP dong duogc img dung rong rai nhat. N6 ton tai khi cac hod gia dinh sur dung IP
duoc gan ty dong tir router. Tuy nhién, moi thiét bi s& yéu cau IP cua router dé may tinh
truy cap vao mang. Dia chi IP dong ctia router s& ludn thay doi theo dinh ky. Piéu nay din
dén viéc xung dot IP khi cac may méi vao sir dung IP ciia may dang dung trong hé thong
mang.

4.1.4. Cach tim dia chi IP

Tim dia chi IP néi b

Budc 1: Mo Start Menu. Vao Control panel.

Budc 2: Truy cép View network status and tasks.

Budc 3: Nhan vao phan mang dang truy cdp. Chon Details.

Budc 4: Chi y dong IPv4 Address: day 1a dia chi IP ndi bd trong hé thong.

Co6 mdt cach khéac giup x4c dinh dia chi IP trén may tinh nhanh hon. Hay st dung
Command Prompt.

Budc 1: Nhan Windows + R dé mé Run. Nhap CMD

Budc 2: G 1énh “ipconfig” dé tim IP. Chu y theo dbi dong IPv4 Address. Dong d6
chinh 1a dia chi IP ciia may tinh dang str dung.
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Network Connection Details X

Network Connection Details:
Property Value
Connectionspeciic DN,
Description Broadcom 802.11n Network Adapter
Physccal Address CE-AD-58-8C-03-B3
DHCP Enabled Yes
1Pvd4 Address 152.168.1.110
IPv4 Subnet Mask 255.255.255.0
Lease Obtaned Saturday, 20 May. 2017 10:20:03 AM
Lease Expires Sunday. 21 May. 2017 10:20:10 AM
IPvd4 Defauk Gateway 192.168.1.1
IPv4 DHCP Sesver 192.168.1.1
IPv4 DNS Server 192.168.11
IPv4 WINS Server
NetBIOS over Tepip En...  Yes
Linkdocal IPv6 Address  fe80::cc43.e57F:1¢89:2de2%7
|Pv6 Defauk Gateway
IPv6 DNS Sesver

Closa

Hinh 4-8: Bia chi IP ngi bo cua may vi tinh
Tim IP Public

Ngay nay, c6 rat nhiéu cong cu dé xac dinh dia chi IP Public. Trong d6, cach don
gian nhét chinh 1a truy cap vao dia chi whatismyip.com. Hé théng cuia website s& cho biét
dia chi IP Public dang sir dung. Ngoai ra né con cho thiy dia chi dang ¢ dau trén ban do,
nha cung cap 1a ai?

My Public IPv4 is: 117.1.120.194

My Public IPv6 is:
2402:800:613e:7450:5984:dba%:5c16:2869

Location: Hanoi, HN VN @

ISP: Viettel Corporation

Hinh 4-9: Bia chi IP Public
4.1.5. Uu va nhuoc diém ciaa dia chi IP
Uu diém

La mot giao thie két ndi giup ban co thé truy cap duogc internet cling nhu trd chuyén
thong qua céc dia chi IP.

Gitip viéc truy cép internet dé dang hon ciling nhu quan 1y hé thong mang ciia nguoi
dung don gian hon khi ma moéi may tinh, thiét bi dé€ c6 mot dia chi IP riéng biét.

La mot sy phat trién vuot bac caa nganh cong nghé mang.

Nhwoc diém
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D@ dang bi khai thac cac thong tin cic nhan thong qua dia chi IP néu bi hacker xam
nhap, pha. hoai

Bat ctr mot hoat dong truy cip ndo ciing s& bi luu lai dia chi IP.
4.2. Mot s6 khai niém va thuit ngir lién quan
_ Dia chi mang (Network Address): 1a dia chi IP ma gia tri cua tat ca cac bits &
phan nhan dang mdy tinh déu 1a 0, dugc st dung dé xac dinh mgt mang.
Vidu: 10.0.0.0; 172.18.0.0 ; 192.1.1.0

Dja chi quang ba (Broadcast Address) : La dia chi IP ma gia tri cua tat ca cac
bits & phan nhan dang may tinh déu la 1, dugc sir dung dé chi tat ca cic may tinh trong
mang.

Vidu:10.255.255.255, 172.18.255.255, 192.1.1.255

Mat na mang chuéin (N etmask) : La dia chi IP ma gia tri cua cac bits 0 phan nhan
dang mang déu 1a 1, cac bits & phan nhan dang may tinh déu la 0. Nhu vay ta c6 3 mat na
mang tuong trng cho 3 I6p mang A, BvaCla:

+ Mét na mang 16p A : 255.0.0.0

+ Mat na mang 16p B : 255.255.0.0

+ Mat na mang 16p C : 255.255.255.0

Ta goi ching 1a cdc mat na mang mac dinh (Default Netmask)

Luu ¥ : Dia chi mang, dia chi quang b4, mdt na mang khong dugc dung dé dat dia
chi cho cac may tinh

Dbia chi mang 127.0.0.0 1a dia chi dugc danh riéng dé dat trong pham vi mgt may
tinh. N chi co6 gia tri cuc bd ( trong pham vi mgt may tinh). Thong thuong khi cai dat giao
thire IP thi may tinh s& dugc gian dja chi 127.0.0.1. Dia chi ndy thong thudng dé kiém tra
xem giao thirc IP trén may hién tai c6 hoat dong khong.

Dia chi danh riéng cho mang cuc bo khong ndi két truc tiép Internet: Cac mang cuc
bo khong ndi két truc ti€ép vao mang Internet c6 thé st dung céc dia chi mang sau dé danh
dia chi cho cadc may tinh trong mang cua minh :

-Lép A :10.0.0.0

-L6p B : 172.16.0.0 dén 172.32.0.0
-Lop C:192.168.0.0

Y nghia cia Netmask

V&i mot dia chi IP va mot Netmask cho trudc, ta ¢6 thé dung phép toan AND BIT
dé tinh ra duoc dia chi mang ma dia chi IP nay thudc vé. Cong thirc nhu sau :

Network Address = IP Address & Netmask

Vidu : Cho dia chi IP = 198.53.147.45 va Netmask = 255.255.255.0. Ta thuc hién
phép toan AND BIT (&) hai dia chi trén:

Biéu dién thap phan Biéu dién nhi phan
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IP Address 198.53.147.45 11000110 00110101 10010011
00101101

Netmask 255.255.255.0 11111111 11111111 11111111
00000000

Network 198.53.147.0 11000110 00110101 10010011

Address 00000000

4.3. Pia chi IPv4
4.3.1. Thanh phén va hinh dang cia dia chi Ipv4

bia chi IP dang duoc st dung hién, tai (IPV4) cO 32 bit chia thanh 4, Octet ( moi
Octet c0 8 bit, twong duong 1 byte ) cach dém déu tir trai qua phai bit 1 cho dén bit 32, cac
Octet tach biét nhau bang dau cham (.), bao gom c6 3 thanh phan chinh.

g'if'ss Net ID Host ID
Bt Lo, Bit 32

+ Bit nhan dang 16p ( Class bit )

+ Dia chi cia duong mang ( Net ID )

+ Pia chi cia may tinh ( Host ID ).

Bit nhan dang 16p (Class bit) dé phan biét dia chi ¢ 16p nao.
- Pia chi Internet biéu hién & dang bit nhi phan:

XYXYXYXY. XYXYXYXY.XYXYXYXY.XYXYXYXYy

X, y=0hodc 1.

Vi du:
0 010110.01111011. 01101110. 11100000
Bit nhan dang  Octet 1 Octet 2 Octet 3 Octet 4

- Dia chi Internet biéu hién ¢ dang thap phan:
XXX XXX XXX XXX

x 12 s6 thap phan tir 0 dén 9

Vidu: 146. 123. 110. 224

~ Dang Vié’t day ducuadiachilIPla3 con sO trong timg Octet. Vi dy: dia chi IP thuong
thay trén thyuc t€ c6 thé 1a 53.143.10.2 nhung dang day du 1a 053.143.010.002.

4.3.2. Céc 16p dia chi IPv4

Dia chi IPv4 chiara 5 16p A,B,C, D, E. Hién tai da ding hét 16p A,B va gan hét 16p
C, con l6p D va E T6 chure internet dang d¢ danh cho myc dich khac khong phan, nén
chung ta chi nghién ctru 3 16p dau.
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octet 1 octet 2 octet 3 octet 4
class a :
1 o 16 24 a5
(O] | | |
_het id o host id .
-+ e o
class b
[A1o] | I
net id host id
23 : >
class ¢
[1[1]0] | |
net id host id
< > o >
Class d
8 16 24 25
[M110 [ [ | |
class e
a 16 24 25
[M1110 [ [ | |

Qua cau tric cac 16p dia chi IP ching ta ¢6 nhan xét sau:

+ Bit nhan dang 14 nhitng bit dau tién - ctia 16p A 12 0, cia 16p B 13 10, cta 16p C 1a

110.

+ L&p D ¢6 4 bit dau tién dé nhan dang 12 1110, con 16p E ¢ 5 bit dau tién dé nhan

dang 1a 11110.

+ Pia chi 16p A: Pia chi mang it va dia chi may chu trén tirng mang nhiéu.

+ Dia chi 16p B: Dia chi mang vura phai va dia chi may chu trén tirng mang vua

phai.
+ Pia chi 16p C: Dia chi mang nhiéu, dja chi may chu trén tirng mang it.
Dia chi 16p Vung dia chi 1y thuyét , S6 mang S6 méy chu tbi da
toi da st dung trén tirng mang
A Tir 0.0.0.0 d&én 127.0.0.0 126 16777214
B Tir 128.0.0.0 dén 191.255.0.0 16382 65534
C Tir 192.0.0.0 dén 2097150 254
223.255.255.0
D Tir 224.0.0.0 dén 240.0.0.0 Khong phan
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E Tir 241.0.0.0 dén 255.0.0.0 Khong phan
Bang 4-1 Cac lop dia chi IP

Dia chi 16p Vung dia chi sir dung Bit nhan dang S bit dung dé
phan cho mang

A Tir 1 dén 127 0 7

B Tir 128.1 dén 191.254 10 14

C Tir 192.0.1 dén 223.255.254 110 21

D 1110

E 11110

Bang 4-2 Bit nhdn dang cac lop

Nhu vay néu chung ta thdy 1 dia chi IP ¢6 4 nhom s6 cach nhau bang dau cham,
néu thdy nhom so thir nhat nho hon 126 biét dia chi nay ¢ 16p A, nam trong khoang 128
deén 191 biét dia chi nay ¢ 16p B va tir 192 dén 223 biét dia chi nay ¢ 16p C.

4.4. Dia chi IPv6
4.4.1. Giao thirc lién mang thé hé méi (IPv6)

Giao thire IPv4 di duoc coi 14 nén tang cho mang Internet v6i nhitng tinh chat wu
viét ciia no, tuy nhién vdi sy bung no vé Internet giao thirc IPv4 da boe 10 mot s6 yéu diem
v¢€ tinh nang, trong d6 noi bat la:

- Thiu hyt vé tinh ndng x4c thyc, an ninh cua goéi tin trén mang. Kha nang moé rong
han ché.

- Thiéu hut khong gian dia chi. Vi su phat trién ciia mang Internet, khong gian dia
chi IP c6 thé st dung thyc sy la rat nho do cac dia chi 16p A dugc danh chu yéu cho céc
cong ty cung cip dich vu 16n tai My va rat han ché trong viéc cap phat. Cac dia chi lop B
nhanh chong bi str dung hét do n6 cung cap so dia chi vira phai. Hién nay nhiéu yéu cau
chi duoc dap tmg bang cac dia chi 16p C véi s6 dija chi rat han ché.

- Sy gia tang s6 lugng cac chi myc trong bang dinh tuyén do co che dinh tuyén
khong phan cip dan dén yéu cau nang cip cac router va va dinh tuyén khong hiéu
qua.

- Ngay nay, voi cic nhu cau két nbi vao mang Internet ctia cac dich vu khac nhu
dién thoai di dong, truyén hinh s0,... doi1 hdi giao thirc IPv4 can c6 cac sura doi dé dap ting
cac nhu cau maoi.

Trude nhitng nhu cau nay, giao thire 1ién mang thé h¢ moi [Pv6 da ra doi nham thay
thé cho IPv4, nhung cho dén nay IPv6 van chi méi chu yeu 1a dang trong qua trinh thu

nghiém va hoan thién. Trong khudn khé gido trinh ciing dé cap mot cach tong quat vé giao
thirc lién mang thé hé méi IPv6.

4.4.2. Mt s6 dic diém méi cia IPv6:

- Khuén dang header méi: Header ctia IPv6 dugc thiét ké dé giam chi phi dén murc
toi thi€éu. Piéu nay dat duoc bang cach chuyén cac truong lua chon sang cac header
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mo rong duoc dat phia sau ciia [IPv6 header. Khuon dang mdi cua IPv6 tao ra sy xur Iy hi¢u
qua hon tai cac router.

- Header cua IPv4 va IPv6 khong thé xtr 1y chung. M6t tram hay mét router phai
cai dit ca IPv4 va IPv6 dé co thé xa 1y duoc ca hai khuén dang header nay.
Header ctia IPv6 chi c6 kich thudce gap 2 1an header cua IPv4 mic du khong gian dia chi
ctia IPv6 16n gip 4 1an khong gian dia chi [Pv4.

- Khong gian dia chi lon: IPv6 c6 dia chi ngudn va dich dai 128 bit. Mac du 128 bit
c6 thé tao rahon 3.4x1038 t6 hop, khong gian dia chi cua IPv6 duoc thiét ké cho
phép phan bd dia chi va mang con tir truc xwong sdng Internet dén tirng mang con trong
mat t6 chirc.

- Hién tai chi mgt lugng nhd cac dia chi hién dang dugc phan bd dé stir dung boi cac
tram, van con du thtra rat nhiéu dia chi san sang cho vi¢c sir dung trong twong lai.

- Hiéu qua, phan cap dia chi hoa va ha téng dinh tuyén: Cac dia chi toan cyc cua
IPv6 dugc thiét ké dé tao ra mot ha tang dinh tuyén hiéu qua, phan cap va c6 thé tong
quat hoa dya trén sy phan cip thuong thdy cta cic nha cung cdp dich vu (ISP) trén
thuc té.

- H6 trg chat lugng dich vu (QoS) tét hon: Céc truong méi trong header ciia IPv6
dinh ra cach thic xur Iy va dinh danh trén mang. Giao thong trén mang dugc dinh
danh nho truong gan nhan ludng (Flow Label) cho phep router co thé nhan ra va cung cip
cac xu ly dac biét d6i vai cac goi tin thudc vé mot ludng nhat dinh, mot chuan cac goi tin
gitra nguon va dich.

Do giao théng mang dugc xac dinh trong header, cac dich vu QoS c6 thé duoc thuc
hién ngay ca khi phan dir liéu dugc ma hoa theo IPSec.

- Kha ning mé rong: IPv6 c6 thé dé dang mé rong thém cac tinh ning méi bang
viéc thém cac header mdi sau header IPV6.

4.4.3. Kién truc dia chi trong IPv6:

Khong gian dia chi:

- IPv6 str dung dia chi c6 do dai 16n hon IPv4 (128 bit so voi 32 bit) do d6 cung
cap khong gian dia chi 16n hon rat nhiéu. Trong khi khong gian dia chi 32 bit ctia IPv4 cho
phép khoang 4 ty dia chi, khong gian dia chi ctia IPv6 c6 thé ¢ khoang 3.4x1038 dia chi.
S luong dia chi nay rét 16n, hd tro khoang 6.5x1023 dia chi trén mdi mét vuong bé mat
trai dat. Pia chi IPv6 128 bit duoc chia thanh cic mién phén cap theo trét ty trén Internet.

N6 tao ra nhiéu murc phan cdp va linh hoat trong dia chi héa va dinh tuyén con dang
thicu trong IPv4.

- Khong gian dia chi IPv6 dugc chia trén co so cac bit dﬁq trong dia chi.
Truong c6 do dai thay doi bao gom cac bit dau tién trong dia chi goi 1a tién t6 dinh dang
(Format Prefix) FP.

- Ban dau chi méi c6 15% lugng dia chi dugc st dung, 85% con lai dé dung trong
tuong lai.

- Céc tién ’té dinh dang tor 001 dén 111, ngoai tru kiéu dia chi multicast
(1111 1111) déu bat budc c6 dinh danh giao di¢n theo khuén dang EUI-64.
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- Cac dia chi du trit khong 13n véi cc dia chi chua cap phat. Ching chiém 1/256
khong gian dia chi (FP = 0000 0000) va dung cho céc dia chi chua chi dinh, dia chi quay
vong va céac dia chi IPv6 c6 nhiing 1Pv4

Cu phap dia chi:

Céc dia chi IPv6 dai 128 bit, khi viét m&i nhom 16 bit dugc biéu dién thanh mot s
nguyén khong dau dudi dang hé 16 va dugc phan tach boi dau hai cham (:),

Vidu: FEDC:BA98:7654:3210:FEDC:BA98:7654:3210
Trén thue té dia chi IPv6 thuong co nhiéu 6 0, vi du dia chi:

}089:00(20:0900:0000:0008:0800:200C:4l7A. Do d6 co ché né,n dia ghi dugc
dung dé biéu dien dé dang hon cac loai dia chi dang nay. Ta khong can viet cac s6 0 ¢ dau
moi nhom, vi du 0 thay cho 0000, 20 thay cho 0020.

Dia chi trong vi du trén s& tr¢ thanh 1080:0:0:0:8:800:200C:417A.

Hon nira ta co thé sir dung ky hiéu :: dé chi mét chudi sb 0. Dia chi trong vi du trén
s€ trd t,hénhz 1080::8:800:200C:4177A. Do dia chi IPv6 c6 d6 dai c6 dinh, ta c6 thé tinh
duoc so cac bit 0 ma ky hiéu d6 bicu dién.

Tién td dia chi IPv6 duoc biéu dién theo ky phap CIDR nhu IPv4 nhu sau:

IPv6-address/prefix length trong d6 IPv6-address 14 bat ky kiéu biéu dién nao, con
prefix length 1a d¢ dai tién to theo bit.

Vi du: biéu dién mang con co tién t6 80 bit: 1080:0:0:0:8::/80.
V61 node address: 12AB:0:0:CD30:123:4567:89AB:CDEEF,
prefix: 12AB:0:0:CD30::/60 c6 thé viét tit thanh
12AB:0:0:CD30:123:4567:89AB:CDEF/60

< Tém tit Chwong 4
Trong chuong nay, mot s6 ndi dung chinh dwoc gidi thiéu:
- Khai niém dia chi IP
- CAu triic, Phan loai dia chi IP
- Dia chi IPv4 va IPv6

s Cau hoi:
- Trac nghiém:

Cau 1: Pau la dia chi IP 16p C?

A.10.1.1.10 B.224.1.1.10

C.128.1.1.10 D.192.1.1.10
Cau 2: Dau la dia chi IP 16p B?

A.10.1.1.10 B.224.1.1.10

C.128.1.1.10 D.192.1.1.10

Cau 3: Dau la dia chi IP 16p A?
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A.10.1.1.10 B.224.1.1.10

C.128.1.1.10 D. 192.1.1.10
Cau 4: Dia chi IP nao sau day dat dugc cho may tinh?
A. 192.168.0.0 B. 192.168.1.255
C. 192.168.0.255 D. 192.168.1.2
Cau 5: Pau la dia chi mat na mang (Subnet Mask) cua IP 16p B?
A. 255.255.0.0 B. 255.255.255.0
C. 255.0.0.0 D. 255.255.255.255
- Ty luan:

. Trinh bay c4u trac cua cac dja chi IP

. Phan loai cac loai hinh IP

. Trinh bay thanh phan va hinh dang cta dia chi IPv4
. Trinh bay cac 16p dia chi [Pv4

. So sanh IPv4 header va IPv6 header

. Lép dia chi IPv6, biéu dién, cac loai dia chi IPv6

~N oo o1 A W DN PP

. So sanh dia chi IPv4 va dia chi IPv6
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CHUONG 5: AN TOAN MANG
< GIOI THIEU CHUONG 5
Chuong 5 12 phan 1y thuyét cac kién thirc tong quan vé an ninh mang.
< MUC TIEU CHUONG 5
Sau khi hoc xong phan nay, nguoi hoc c6 kha ning:
> Vé kién thiec:
- Trinh bay duoc cac kién thirc tong quan vé an toan mang.
- Hiéu dugc mot sé phuong thire tin cong va cac bién phap bao vé an toan mang.
> Vé Ky ning:
- Nhan biét duoc mot s phuong thic tin cong va cac bién phap bao vé an toan mang.
- Thuc hién duoc cac cai dat co ban bao dam an toan hé théng mang noi bg.
> Vé ning luc tw chii va trach nhiém:

- Y thitc dwoc tam quan trong va y nghia thyc tién ciia an toan mang trong hé thong
mang may tinh.

- Tich cyc, chu dong va hop tac trong hoc tap. Thé hién sy nhiét tinh, trach nhiém,
tac phong nhanh nhen trong cong viéc.

< PHUONG PHAP GIANG DAY VA HQC TAP CHUONG 5

- Ddivéi ngudi day: str dung phuong phap giang giang day tich cuc (dién giang, van
dap); yéu cau nguoi hoc thyc hién tra 161 cau hoi va bai tdp Chuong 5 (ca nhan hoac
nhom).

- Doi v6i nguoi hoc: chi dong doc trude gido trinh (Chuong 5) trude budi hoc; hoan
thanh day du bai tap Chuong 5 theo ca nhan hoac nhém va ndp lai cho nguoi day
dung thoi gian quy dinh.

< PIEU KIEN THUC HIEN CHUONG 3
» Phong hoc chuyén moén hoa/nha xwong:
- Phong hoc 1y thuyét, thuc hanh duoc trang bi hé thong dén du anh sang.
- Ban ghé cho sinh vién.
- Ban ghé gido vién, bang, phan.
> Trang thiét bi mdy méc:
- May tinh, may chiéu
» Hoc ligu, dung cu, nguyén vt ligu:
- Gido an, bai giang.
- Gido trinh ndi bd va cac tai liéu gidng day khac ho trg bai gidng
> Cic diéu Kign khdc: Khong co
< KIEM TRA VA PANH GIA CHUONG 5

- Noi dung:
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v' Kién thirc: Kiém tra va danh gia tat ca noi dung da néu trong muc tiéu kién thirc
v' K¥ ning: Panh gia tit ca ndi dung di néu trong muc tiéu ki ning.
v Nang luc tu chu va trach nhiém: Trong qua trinh hoc tap, ngudi hoc can:
+ Nghién ctru bai trude khi dén 16p
+ Chuén bj day du tai liéu hoc tap.
+ Tham gia day du thoi lwong mén hoc.
+ Nghiém tic trong qua trinh hoc tap.
- Phuwong phap:
v' Piém kiém tra thuong xuyén: Khong c6

v' Kiém tra dinh ky: 01 bai kiém tra (hinh thirc: tric nghiém + tu luan)
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NOI DUNG CHUONG 5
5.1. Tong quan vé an toan mang
5.1.1. An toan mang la gi?

Muc tiéu cta viée két ndi mang la dé nhiéu nguoi st dung, tr nhitng vi tri dia 1y
khac nhau c6 thé str dung chung tai nguyén, trao d6i thong tin véi nhau. Do dic diém nhiéu
nguoi sir dung lai phan tan vé mat vat ly nén viéc bao vé cac tai nguyén thong tin trén
mang, tranh sy mat mat, xam pham la can thiét va cap bach. An toan mang c6 thé hiéu la
cich bao vé, dam bao an toan cho tit ca cac thanh phan mang bao gom dit liéu, thiét bi, co
sd ha téng mang va dam bao moi tai nguyén mang dugc st dung tuong irng vé1 mot chinh
sach hoat dong duoc 4n dinh va véi chi nhirng ngudi ¢6 thim quyén tuong Gng.

An toan mang bao gom:

Xac dinh chinh xac cac kha nang, nguy co xam pham mang, cic su ¢0 rai ro doi voi
thiét bi, dir li€u trén mang dé co6 cac gidi phép phu hop ddm bdo an toan mang.

Panh gia nguy co tin cong ctia Hacker dén mang, sy phat tan virus... Phai nhan thay
an toan mang la mdt trong nhiing van dé cuc ky quan trong trong cac hoat dong, giao dich
dién tor va trong vi¢c khai thac sir dung cac tai nguyén mang.

Mot thach thirc d6i v6i an toan mang 1a xac dinh chinh xac cap d6 an toan can thiét
cho viéc diéu khién hé thong va cac thanh phan mang. Danh gia cac nguy co, cac 16 hong
khién mang co thé bj xAm pham thong qua cach tiép can c6 cau tric. Xac dinh nhitng nguy
co an cap, pha hoai may tinh, thiét bi, nguy co virus, bo gian di€p.., nguy co xoa, pha hoai
CSDL, an cap mat khau,... nguy co ddi voi su hoat dong cta hé thong nhu nghén mang,
nhiu dién tir...Khi danh gia dugc hét nhitng nguy co anh hudng téi an ninh mang thi mai
c6 thé co dugc nhitng bién phap tot nhat dé dam bao an ninh mang.

St dung hi€u qua cac cong cu bao mat (vi du nhu Firewall ...) va nhing bién phap,
chinh sach cu thé chat ché.

Vé ban chat c6 thé phan loai cac vi pham thanh hai loai vi pham thu dong va vi
pham chu dong. Thu dong va chu dong duoc hiéu theo nghia c6 can thi¢p vao ndi dung va
ludng thong tin co bi trao d6i hay khong. Vi pham thy dong chi nham muc dich nim bat
dugc thong tin. Vi pham chu dong 1a thyc hién su bién doi, xo4 bod hodc thém thong tin
ngoai lai dé 1am sai 1éch thong tin gbc nham muc dich ph4 hoai. Cac hanh dong vi pham
thu dong thuong kho co thé phat hién nhung co6 thé ngan chan hiéu qua. Trai lai vi pham
chu dong rat dé phat hién nhung lai khé ngan chan.

5.1.2. Cac dac trung ky thuat cia an toan mang

- Xac thuc (Authentification): Kiém tra tinh xac thuc ctia mot thuc thé giao tiép
trén mang. Mot thuc thé co thé 1a mot nguodi st dung, mot chuong trinh may tinh, hodc
mot thiét bi phé“ln cung. Cac hoat dong kiém tra tinh xé4c thuc duoc danh gia la quan trong
nhét trong cac hoat dong cua mot phuong thirc bao mat. Mot hé théng thong thuong phai
thuc hién kiém tra tinh xac thuc ctia mot thyc thé trude khi thuc thé d6 thuc hién két nbi
v6i hé théng. Co ché kiém tra tinh xac thuc cta cac phuong thirc bao mat dwa vao 3 mo
hinh chinh sau:

+ Pdi twong can kiém tra cin phai cung cap nhiing thong tin trudc, vi du nhu
Password, hodc ma so thong so ca nhan PIN (Personal Information Number).
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+ Kiém tra dya vao mo hinh nhiing thong tin da c6, di tuong kiém tra can phai thé
hién nhiing thong tin ma ching s& hitu, vi du nhu Private Key, hoac so6 thé tin dung.

+ Kiém tra dya vao mé hinh nhiing thong tin xac dinh tinh duy nhét, déi twong kiém
tra can phai c6 nhitng thong tin dé dinh danh tinh duy nhat ctia minh vi du nhu thong qua
giong noi, dau van tay, chit ky ...

C6 thé phan loai bao mat trén VPN theo cac cach sau: mat khiu truyén thong hay
mat khau mot 1an; xac thyc thong qua céac giao thirc (PAP, CHAP, RADIUS...) hay phan
cung (cac loai thé card: smart card, token card, PC card), nhan dién sinh tric hoc (déu van
tay, giong noi, quét vong mac...).

- Tinh kha dung (Availability): Tinh kha dung la dac tinh ma thong tin trén mang
duogc cac thuc thé hop phap tiép can va st dung theo yéu cau, khi can thiét bat cr khi nao,
trong hoan canh nao. Tinh kha dung no1 chung dung ty 1¢ gitra thoi gian hé thong duoc sur
dung binh thudng voi thoi gian qua trinh hoat dong dé danh gia. Tinh kha dung can dap
Ung nhiing y€u céu sau: Nhan biét va phan biét thuc thé, khong ché tlep can (bao gom ca
viéc khéng ché tu tiép can va khéng ché tiép can cudng buc), khéng ché luu luong (chdng
tac nghén..), khong ché chon dudng (cho phép chon duong nhanh, mach ndi on dinh, tin
cdy), giam sat tung tich (tit ca cac su kién phat sinh trong hé thong duoc luu gitt dé phan
tich nguyén nhan, kip thoi dung céc bién phép tuong tng).

- Tinh bao mét (Confidentialy): Tinh bao mat 1a dic tinh tin tirc khong bj tiét 16
cho céc thyc thé hay qua trinh khong duoc uy quyén biét hodc khong dé cho cac dbi tuong
d6 loi dung. Thong tin chi cho phép thyuc thé duoc uy quyén st dung. Ky thudt bao mat
thuong 14 phong ngira do la thu thap (Iam cho ddi thu khong thé do la thu thap dugc thong
tin), phong ngira birc xa (phong ngira nhiing tin tirc bi birc xa ra ngoai bang nhiéu duong
khac nhau, ting cudng bao mat thong tin (dudi su khong ché ciia khoa mat ma), bao mat
vat 1y (st dung cac phuong phap vt Iy dé dam bao tin tirc khong bi tiét 10).

- Tinh toan ven (Integrity): La dac tinh khi thong tin trén mang chua dugc uy
quyén thi khong thé tién hanh bién d6i dugc, tirc 14 thong tin trén mang khi dang luu giit
hodc trong qué trinh truyén dan dam bao khong bi xoa bo, stra d6i, gia mao, 1am rdi loan
trat ty, phat lai, xen vao mot cach ngiu nhién hodc cb y va nhig sy pha hoai khac. Nhiing
nhan t6 chil yéu anh huong t6i su toan ven thong tin trén mang gom: sy ¢ thiét bi, sai ma,
bi tdc dong clia con nguodi, virus may tinh...

Mot s6 phuong phap bao dam tinh toan ven thong tin trén mang:

+ Giao thirc an toan c6 thé kiém tra thong tin bi sao chép, sira d6i hay sao chép. Niru
phat hién thi thong tin d6 s€ bi vo hi¢u hoa.

+ Phuong phap phat hién sai va stra sai. Phuong phap sira sai ma hoa don gian nhét
va thuong dung la phép kiém tra chan - 1&.

+ Bién phap kiém tra mat mi ngan ngira hanh vi xuyén tac va can tré truyén tin.

+ Chtr ky dién tu: bdo dam tinh xac thyc cua thong tin.

+ Yéu ciu co quan quan Iy hodc trung gian chimg minh tinh chan thuc ctia thong tin.

- Tinh khéng ché (Accountlability): La dic tinh vé ning luc khong ché truyén ba
va ndi dung von c6 cua tin tirc trén mang.
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- Tinh khong thé choi cii (Nonreputation): Trong qua trinh giao luu tin tirc trén
mang, xac nhan tinh chan thuc dong nhat cua nhiing thuc thé tham gia, tirc 1a tat ca cac
thuc thé tham gia khong thé chéi bd hodc phu nhan nhiing thao tac va cam két da dugc
thuc hién.

5.1.3. Céc 16 hong va diém yéu ciia mang

- Céc 16 héng bao mat hé théng 1a cac diém yéu c6 thé tao ra su ngung tré cua dich
vy, thém quyen dbi véi _nguoi su dung hodc cho phep cac truy nhap khong hop phap vao
hé théng. Cac 16 hong ton tai trong cac dich vu nhu Sendmail, Web,Ftp ... va trong hé diéu
hanh mang nhu trong Windows NT, Windows 95, UNIX; hodc trong cac ing dung. Cac
loai 16 héng bao mat trén mot hé théng duoc chia nhu sau:

+ L6 hong loai C: cho phép thuc hién cac phuong thire tan cong theo kiéu tir chbi
dich vu Do$S (Dinal of Services). Mtrc nguy hiém thép, chi anh hudéng chét luong dich vy,
c6 thé lam ngung tré, gian doan hé théng, khong pha hong dir liéu hoic chiém quyén truy
nhap.

+ L6 hong loai B: cho phép ngudi st dung c6 thém cac quyén trén hé thong ma
khong can thyc hién kiém tra tinh hop 1&. Mitc d6 nguy hiém trung binh, nhitng 18 hong
nay thuong cé trong cac ing dung trén hé thong, c6 thé dan dén hodc 16 thong tin yéu cau
bao mat.

+ L hong loai A: Cac 15 hong nay cho phep ngudi su dung ¢ ngoai cho thé truy
nhap vao hé thong bat hop phap. LS hong rat nguy hiém, c6 thé lam pha hily toan bo hé
thong.

- Cac phuong thic tin cong mang: Ké phé hoai c6 thé loi dung nhitng 16 hong trén
dé tao ra nhirng 16 hong khac tao thanh mot chudi nhitng 186 hong méi. Pé xam nhap vao
hé théng, ké pha hoai s& tim ra cac 16 hong trén hé théng, hogc tur cac chinh sach bao mat,
hodc str dung cac cong cu do xet (nhu SATAN, ISS) dé dat duoc quyen truy nhap. Sau khi
xam nhap, ké pha hoai co thé tiép tuc tim hiéu cac dich vu trén hé thong, nam bét dugc cac
diém yéu va thuc hién cic hanh dong phé hoai tinh vi hon.

5.1.4. Céc bién phap phat hién hé thdng bi tin cong

Khong c6 mot hé théng nao co6 thé ddm bao an toan tuyét ddi, mdi mot dich vu déu
c¢6 nhitng 16 hong bao mat tiém tang. Ngudi quan tri hé thong khong nhitng nghién ciru,
xac dinh cac 16 héng bao mat ma con phai thuc hién cac bién phap kiém tra hé théng co
d4u hiéu tin cong hay khong. Mdt s6 bién cu thé:

- Kiém tra cac d4u hiéu hé théng bi tAn cong: He théng thuong bi treo hodc bi Crash
bang nhitng thong bao 16i khong ré rang. Khé xac dinh nguyén nhan do thiéu thoéng tin lién

quan. Trudc tién, xac dinh cac nguyén nhan co phai phan cing hay khong, néu khong phai
hay nghi dén kha nang may bi tan cong.

- Kiém tra céc tai khoan nguoi dung méi la, nhét 1a ID cua tai khoan d6 bang khong.

- Kiém tra su xudt hién céc tap tin la. Nguoi quan tri hé théng nén co thoi quen dat
tén tap theo mau nhat dinh dé dé dang phat hi¢n tap tin la. Dung cac Iénh Ls-1 dé€ kiém tra
thudc tinh Setuid va Setgid doi v&i nhiing tép tinh dang chti y, dac biét 1a cac tap tin Scripts.

- Kiém tra thoi gian thay ddi trén hé théng, dac bi¢t 1a cac chuong trinh Login, Sh
hodc cac Scripts khéi dong ...
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- Kiém tra hiéu ning cua hé thong: St dung cic tién ich theo ddi tai nguyén va cac
tién trinh dang hoat dong trén hé thong nhu Ps hodc Top ...

- Kiém tra hoat dong cua cac dich vu hé théng cung cép: Mot trong cac muc dich
tan cong la lam cho té liét hé thong (hinh thirc tin cong DoS). St dung céac 1énh nhu Ps,
Pstat, cac ti¢n ich vé mang dé phat hi¢n nguyén nhan trén hé thong.

- Kiém tra truy nhap hé thng bang céac Account thong thuong, dé phong truong
hop cac Account nay bi truy nhap trai phép va thay doi quyén han ma nguoi st dung hop
phap khong kiém soat dugc.

- Kiém tra cég: file 1ién quan dén cAu hinh mang va d‘ich vu nhu /etc/inetd.qonf; bo
cac dich vu khong can thiét; d6i voi nhitng dich vu khong can thiét chay dudi quyén Root
thi khong chay bang cac quyén yéu hon; vi du Fingerd chi chay v6i1 quyén Nobody.

- Kiém tra cac phién ban ctia Sendmail, /bin/mail, ftp, fingerd; tham gia cic nhom
tin vé€ bao mat dé c6 thong tin ve 16 hong cua dich vu str dung

- Cac bién phap nay két hop v6i nhau tao nén mot chinh sach vé bao mat dbi voi hé
thong. Chi ti€t vé phuong thirc va k€ hoach xay dung mot chinh sach bao mat s€ dugc trinh
bay trong phan ba - xay dung chinh sach bao mat.

5.2. Mot s6 phuong thire tin cong mang pho bién
5.2.1. Scanner

K¢ phé hoat st dung chuong trinh Scanner tu dong ra soat va co6 thé phat hi¢n ra
nhirng diém yé€u 16 hong v€ bdo mat trén mot Server ¢ xa Scanner 1 mdt chuong trinh trén
mot tram lam viéc tai cuc bd hoac trén mot tram & xa.

Céac chuong trinh Scanner c6 thé ra soat va phat hién cac sé hiéu cong (Port) str
dung trong giao thirc TCP/UDP cua tang van chuyén va phat hién nhtng dich vu sir dung
trén hé thong d6, no ghi lai nhitng dap tmg (Response) ctia hé thong ¢ xa tuong Ung voi
cac dich vu ma n6 phat hién ra. Dya vao nhirng thong tin nay, nhiing ké tan cong c6 thé
tim ra nhiing diém yéu trén hé thong. Chwong trinh Scanner c6 thé hoat dong duoc trong
moi truong TCP/IP, hé diéu hanh UNIX, va cac may tinh twong thich IBM, hodc dong méay
Macintosh.

Céc chuong trinh Scanner cung cip thong tin vé kha ning bao mat yéu kém ctia mot
hé thong mang. Nhitng thong tin nady 1a hét strc hiru ich va can thiét do1 véi nguoi quan tri
mang, nhung hét sttc nguy hiém khi nhirng ké pha hoai c6 thong tin nay.

5.2.2. Bé khoa (Password Cracker)

Chuong trinh bé khoa Password 1a chuong trinh c6 kha ning giai ma mot mat khau
d3 dugc ma hoa hodc c6 thé vo hiéu hoa chirc ning bao vé mat khau cia mot hé thong.
Hau hét viéc ma hoa cac mat khau duoc tao ra tir mot phuong thitc ma hod. Cac chuong
trinh ma ho4 sir dung cac thuat toan ma hod dé ma hoa mat khau.C6 thé thay thé pha khoa
trén mot hé th6ng phﬁn tan, don gidn hon so véi viéc pha khoa trén mot Server cuc bd.

Mot danh sach cic tir duoc tao ra va thuc hién ma hoa timg tir. Sau mdi 14n m3 hoa,
s& so sanh véi mat khau (Password) dd ma hoa can pha. Néu khong tring hop, qua trinh
lai quay lai. Phuong thure bé khod nay goi 1a Bruce-Force. Phuong phap nay tuy khong
chuan tic nhung thyc hi¢n nhanh vi dya vao nguyén tac khi dat mat khau nguoi st dung
cling thwong tuan theo mot sé qui tic dé thuén tién khi sir dung.
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Thong thuong cac chwong trinh pha khoa thuong két hgp mot sé thong tin khac
trong qua trinh do mat khau nhu: thong tin trong tap tin /etc/passwd, tir dién va st dung
cac tu lap cac tu li¢t ké tuan tu, chuyén doi cach phat am ctia mot tu ...

Bién phap khéc phuc la can x4y dung mdt chinh sach bao vé méat khau ding dén.
5.2.3. Trojans

Mot chuong trinh Trojan chay khong hop 18 trén mot hé thong véi vai tro nhu mot
chuong trinh hgp phap. N6 thuc hién cac chic ndng khong hop phap. Thong thuong,
Trojans c6 thé chay dugc 14 do cac chuong trinh hop phap da bi thay d6i ma bang nhiing
ma bat hop phap. Virus 12 mot loai dién hinh ctia cac chuong trinh Trojans, vi cic chuong
trinh virus che diu cac doan ma trong nhirng chuong trinh str dung hop phap. Khi chuong
trinh hoat dong thi nhitng doan ma an s& thuc hién mot sd chuc nang ma nguoi st dung
khong biét.

Trojan co nhiéu loai khac nhau. Co thé 1a chuong trinh thuc hién chirc nang an dau,
c6 thé 1a mot tién ich tao chi myc cho file trong thuc muc, hodc mdt doan ma phé khoa,
hodc ¢6 thé 1a mot chuong trinh xr Iy van ban hoac mdt tién ich mang...

Trojan c6 thé 1ay lan trén nhiéu moi trudng hé diéu hanh khac nhau. Pic biét thuong
lay lan qua mot s6 dich vu phé bién nhu Mail, FTP... hodc qua cac tién ich, chuong trinh
mién phi trén mang Internet. Hau hét cac chuong trinh FTP Server dang sir dung 14 nhiing
phién ban cii, c6 nguy co tiém tang lay lan Trojans.

Panh gia mic d6 pha hoai cia Trojans 13 hét stirc kho khin. Trong mot sb truong
hop, no chi lam anh huong dén cac truy nhap cua ngwoi su dung. Nghiém trong hon, n6
1a nhimg ke tan cong 16 hong bao mat mang. Khi ké tin cong chiém duoc quyén Root trén
hé thong, n6 c6 thé pha huy toan bo hodc mot phan ciia hé théng. Chung st dung cac quyén
Root dé thay doi logfile, cai dat cac chuong trinh Trojans khic ma nguoi quan tri khong
thé phat hién dugc va nguoi quan tri h¢ théng do chi con cach la cai dat lai toan bo hé
thong

5.2.4. Sniffer

Sniffer theo nghia den 1a ”danh hoi” hodc “ngiri”. La cic cong cu (c6 thé 1a phan
cting hodc phan mém) "tom bit" cac thong tin luu chuyén trén mang dé "danh hoi" nhiing
thong tin c¢6 gia tri trao d6i trén mang. Hoat dong cua Sniffer ciing gidng nhu cac chuong
trinh "tom bat" cac thong tin gd tir ban phim (Key Capture). Tuy nhién céc tién ich Key
Capture chi thuc hién trén mot tram lam vi¢c cu thé, Sniffer c6 thé bit duoc cac thong tin
trao doi gifra nhiéu tram 1am viéc v6i nhau. Céc chuong trinh Sniffer hoac cac thiét bi
Sniffer ¢ thé “ngiri” cac giao thire TCP, UDP, IPX .. & tang mang. Vi vay no c6 thé tom
bét cac g61 tin [P Datagram va Ethernet Packet. Mat khac, giao thuc ¢ tﬁng IP duogc dinh
nghia tuong minh va ciu tric cac trudng Header rd rang, nén viée giai mé cac goi tin khong
kho khin 1am. Myc dich ctia cac chuong trinh Sniffer 1a thiét 1ap ché do dung chung
(Promiscuous) trén cac Card mang Ethernet, noi cac goi tin trao doi va "téom bat" cac goi
tin tai day.

5.3. Bién phap dam bao an ninh mang

Thuc té khong c6 bién phap hitu hiéu nao dam bdo an toan tuyét dbi cho mang. H¢
thong bao v¢ du c6 chac chan dén dau thi cling c6 ltc bi v6 hi¢u hoa boi nhitng ké phé hoai
di€u luyén. Co6 nhiéu bién phap ddm bao an ninh mang.
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5.3.1. Tong quan vé bio vé thong tin bing mat ma (Cryptography)

Mat ma la qua trinh chuyén dbi thong tin gbc sang dang mi hoa (Encryption). Co
hai cach tiép cin dé bao vé thong tin bang mat mi: theo dudng truyén (Link Oriented
Security) va tir mat- dén-mat (End-to-End).

Trong cach thir nhat, thong tin dugc ma hod dé bao vé trén duong truyén giita 2 niit
khong quan tdm dén ngudn va dich cta thong tin d6. Uu diém cia cach nay 1a c6 thé bi
mat dugc ludng thong tin gitta ngudn va dich va co thé ngan chin dugc toan bo cac vi
pham nham phén tich thong tin trén mang. Nhuoc diém 13 vi thong tin chi duoc mi hoa
trén duong truyén nén doi hoi cac nit phai duge bao vé tot.

Nguoc lai, trong cach tht hai, thong tin dugc bao vé trén toan dudng di tir ngudn
to1 dich. Thong tin dugc mé hoa ngay khi moi duoc tao ra va chi dugc giai ma khi dén
dich. Uu diém ciia tiép can nay la nguoi su dung co thé dung n6 ma khong anh huéng gi
dén nguoi st dung khac. Nhuoce diém cia phuong phéap 13 chi c6 dit liéu nguoi sir dung
duoc mi hod, con théng tin diéu khién phai gitt nguyén dé co thé xur 1y tai cac node.

Giai thuat DES ma ho4 cac khéi 64 bits cta vin ban gdc thanh 64 bits van ban mat
bang mot khoa. Khoa gom 64 bits trong d6 56 bits dugce ding ma hoa va 8 bits con lai dugc
dung dé kiém soat 16i. Mot khéi dit liéu can ma hoa s& phai trai qua 3 qua trinh xur 1y: Hoan
vi khoi dau, tinh toan phu thudc khoa va hoan vi dao nguge hodn vi khoi dau.
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Hinh 5-1: Mé hinh mdt ma déi ximng

Phuong phép stir dung khoa cong khai (Public key): Cac phuong phédp mat ma chi
dung mot khoa cho ca ma hoa 1an giai ma doi hoi ngudi gui va nguo1 nhén phai biét khoa
va gilt bi mat. Tén tai chinh cua cac phuong phap nay la lam thé nao dé phan phdi khoa
mot cach an toan, dic biét trong moi truong nhiéu ngudi sir dung. Dé khic phuc, ngudi ta
thuong str dung phurong phap ma hoa 2 khod, mot khod cong khai d¢é ma hoa va mot ma bi
mat dé giai ma. Mac du hai khoa nay thuc hién cac thao tdc nguoc nhau nhung khong thé
suy ra khod bi mat tr khod cong khai va ngugc lai nhd cac ham toan hoc dac biét goi la
cac ham sap bdy mot chiéu (trap door one-way functions). Pic diém cic ham nay 1 phai
biét dugc cach xay dung ham thi méi ¢ thé suy ra duoc nghich déo cua né.

Giai thuat RSA dya trén nhan xét sau: phan tich ra thura sb cua tich cua 2 sb nguyén
t6 rat 16n cuc ky kho khin. Vi vay, tich cua 2 sb nguyén t6 co thé cong khai, con 2 sb
nguyén to 16n ¢ thé dung dé tao khod giai ma ma khong s¢ bi mat an toan. Trong gidi
thuat RSA mdi tram lya chon ngau nhién 2 s6 nguyén t6 1on p va q va nhan chiing véi nhau
dé co tich n=pq (p va q dugc giir bi mat).
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Hinh 5.2: M6 hinh mdt md khéng doi xirng
5.3.2. Firewall

Firewall 1a mot hé thong dung dé ting cuong khéng ché truy xuat, phong ngira dot
nhap bén ngoai vao hé théng st dung tai nguyén ciia mang mot cach phi phap. Tat ca thong
tin dén va di nhat thiét phai di qua Firewall va chiu su kiém tra cta btc tudng lira. Noi
chung Firewall c¢6 5 chlrc nang 16n sau:

- Loc g6i dir li¢u di vao/ra mang ludi.

- Quan ly hanh vi khai thac di vao/ra mang ludi

- Ngéan chan mgt hanh vi nao do.

- Ghi chép ndi dung tin tirc va hoat dong thong qua burc tuong Iva.

- Tién hanh do thir giam sat va canh bao su tan cong dbi voi mang ludi.
- Uu diém va nhugc diém cta birc tuong lira:

- Uu diém chu yéu cua vi¢c st dung Firewall dé bao vé mang ndi bg. Cho phép
ngudi quan tri mang xac dinh mot diém khéng ché ngin chin dé phong ngira tin tic, ké
pha hoai, xam nhap mang noi bd. Cim khong cho cac loai dich vu kém an toan ra vao
mang, dong thoi chéng tra sy cong kich dén tir cac dudng khac. Tinh an toan mang dugc
ctng cb trén hé thong Firewall ma khong phai phan b trén tat ca may cha ciia mang. Bao
vé nhitng dich vu yéu kém trong mang. Firewall d& dang giam sat tinh an toan mang va
phat ra canh bao. Tinh an toan tap trung. Firewall c6 thé giam di van dé khong gian dia chi
va che dau ciu tric cia mang ndi bd. Tang cudng tinh bao mat, nhidn manh quyén so hitu.
Firewall duoc sir dung dé quan 1y luu luong tir mang ra ngoai, xay dung phuong an chong
nghén.

Nhuoc diém 1a han ché dich vu c6 ich, vi dé nang cao tinh an toan mang, nguoi
quan tri han ché hodc déng nhiéu dich vu ¢ ich ciia mang. Khéng phong ho dugc su tan
cong cua ké phé hoai trong mang ndi bd, khong thé ngin chan su tin cong thong qua nhiing
con dudng khic ngoai birc tudng lira. Firewall Internet khong thé hoan toan phong ngira
dugc sy phat tdn phén mém hodc tép da nhiém virus.

5.3.3. Cac loai Firewall

Firewall loc g6i thuong 1a mdt bd dinh tuyén c6 loc. Khi nhén mdt goi dir 1iéu, nod
quyet dinh cho phép qua hoac tir chdi bang cach tham tra goéi tin dé xac dinh quy tac loc
g61 dua vao céc thong tin cua Header dé dam bao qua trinh chuyén phat IP.

Firewall cong mang hai ngan 1a loai Firewall c6 hai ctra n61 dén mang khac. Vi du
mot ctra ndi téi mdt mang bén ngoai khong tin nhi€ém con mdt ctra ndi tdi mot mang ndi
bo c6 thé tin nhi¢m. Péac diém lon nhat Firewall loai nay 1a goi tin IP bi chan lai.

Firewall che chan (Screening) may chu bat budc co su két noi téi tat ca may chu
bén ngoai v&i may chu kién co, khong cho phép két ndi truc tiep véi may chi ndi bo.
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Firewall che chan may chu 1a do bo dinh tuyén loc go1 va may chu kién ¢ hop thanh. Hé
thong Firewall ¢6 cap an toan cao hon so voi hé thong Firewall loc géi thong thudng vi nod
dam bao an toan tang mang (loc go1) va tang ing dung (dich vu dai 1y).

Firewall che chan mang con: Hé théng Firewall che chan mang con dung hai bo
dinh tuyén loc g6i va mot may chu kién c6, cho phép thiét 1ap hé thong Firewall an toan
nhit, vi n6 dam bao chirc ning an toan tang mang va tang tng dung.

5.3.4. Ky thuat Fire wall

Loc khung (Frame Filtering): Hoat dong trong ting 2 ctia md hinh OSI, ¢6 thé loc,
kiém tra duoc & mure bit va ndi dung cua khung tin (Ethernet/802.3, Token Ring 802.5,
FDDL,...). Trong tang nay cac khung dit liéu khong tin cdy sé& bi tir chdi ngay trude khi vao
mang

Loc gbi (Packet Filtering): Kiéu Firewall chung nhét 1a kiéu dua trén ting mang ctia
mo6 hinh OSI. Loc géi cho phép hay tir chéi géi tin ma né nhan dugc. N6 kiém tra toan b
doan dir liéu dé quyét dinh xem doan dit li¢u d6 c6 thod man mot trong s6 céac quy dinh
cta loc Packet hay khong. Cac quy tic loc Packet dya vao cac thong tin trong Packet
Header.

Néu quy tac loc Packet dugc thoa man thi goi tin dugc chuyen qua Firewall. Néu
khong s€ bi bo di. Nhu vay Firewall co thé ngan can cac két ndi vao hé thdng, hodc khoa
viéc truy cap vao hé théng mang ndi bo tir nhitng dia chi khong cho phép.

Mot s6 Firewall hoat dong ¢ ting mang (twong ty nhu mot Router) thudng cho phép
tde do xir 1y nhanh vi chi kiém tra dia chi IP nguén ma khong thuc hién 1é€nh trén Router,
khong xéac dinh dia chi sai hay bi cAm. N6 sur dung dia chi IP nguén 1am chi thi, néu mot
g6i tin mang dia chi ngudn 1a dia chi gia thi né s& chiém dugc quyén truy nhap vao hé
théng Tuy nhién c6 nhiéu bién phap k¥ thuét co thé dugc ap dung cho viéc loc goi tin
nham khic phuc nhuoc diém trén, ngoai truong dia chi IP dugc kiém tra, con co cac thong
tin khac duoc kiém tra voi cac quy tic duoc tao ra trén Firewall, cac thong tin nay c6 thé
1a thoi gian truy nhap, giao thtc sit dung, cong ..

Firewall kiéu Packet Filtering c6 2 loai:

- Packet filtering Fire wall: Hoat dong tai tang mang ctia md hinh OSI hay tang IP
trong mo6 hinh TCP/IP. Kiéu Firewall nay khong quan 1y duogc cac giao dich trén mang.

- Circuit Level Gateway: Hoat dong tai tang phién (Session) ctia m6 hinh OSI hay
tang TCP trong mo hinh TCP/IP. La loai Firewall xtr Iy bao mat giao dich gitra hé théng
va ngudi dung cubi (VD: kiém tra ID, mat khau...) loai Firewall cho phép luu vét trang
thai cuia nguoi truy nhap.

5.3.5. K¥ thuat Proxy

La hé théng Firewall thuc hién cac két ndi thay cho cac két ndi truc tiép tir may
khach yéu cau.Proxy hoat dong dua trén phan mém. Khi mot két nbi tir mot ngudi st dung
nao d6 dén mang sir dung Proxy thi két néi d6 sé& bi chin lai, sau d6 Proxy sé& kiém tra cac
truong c6 lién quan dén yéu cau két ndi. Neu viéc kiém tra thanh cong, c6 nghia la cac
truong thong tin dap ing duoc cac quy tic dd dit ra, nd sé tao mot cau két ndi gitra hai
node véi nhau. Uu diém cia kiéu Firewall loai ‘nay la khong c6 chie nang chuyén tiép cac
goi tin IP, va co thé diéu khién mot cach chi tiét hon cac két ndi thong qua Firewall. Cung
cip nhiéu cong cu cho phép ghi lai cac qué trinh két ndi. Cac goi tin chuyén qua Firewall
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déu duoc kiém tra k¥ ludng voi cac quy tac trén Firewall, diéu nay phai tra gia cho tdc do
xu ly.

Khi mét may chu nhan cac goi tin tu mang ngoai roi chuyén ching vao mang trong,
s& tao ra mot 16 hong cho cac ke pha hoai (Hacker) xam nhép tir mang ngoai vao mang

trong. Nhuoc diém cia kiéu Firewall nay 1a hoat dong dwa trén trinh Gng dung uy quyén
(Proxy).

< Tém tat Chwong 5
Trong churong nay, mét s6 noi dung chinh dugc gisi thigu:
- Tong quan vé an toan mang
- Mot s6 phuong thire tin céng mang phd bién
- Bi¢n phép dam bdo an ninh mang
¢ Cau héi:
1. To6ng quan vé an toan mang
2. Antoan mang la gi
3. Céc dac trung k¥ thudt cia an toan mang
4

. Xac thuc (Authentification), Tinh kha dung (Availability), Tinh bao mat
(Confidentialy), Tinh toan ven (Integrity), Tinh khong ché (Accountlability)

5. Cac 1o héng va diém yéu ctia mang: L héng loai C, L6 héng loai B, Lo héng
loai A

6. Céc phuong thirc tan tin cong mang
7. Céc bién phap phat hién hé théng bi tan cong

8. Mot s6 phuong thirc tan cong mang pho bién: Scanner, Bé khod (Password
Cracker), Trojans, Sniffer

9. Tong quan vé bao vé thong tin bang mat ma (Cryptography)
10. Firewall, vu diém va nhuoc diém cua Fire wall
11. Cac loai Firewall

12. K¥ thuat Fire wall
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